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Abstract

Spyware has become a major problem in businesses, schools, and homes today and is often
discussed by reliable news and trade magazines. Significant research has been done on spy-
ware and the damaging effects that it has on computers and people. With the wide range of
information available for the public to obtain, why are there so many people who still do not
protect their computers from spyware? To begin to answer these questions, we first reviewed
several theories used to determine what factors influence people to perform a certain beha-
vior. We examined the Theory of Planned Behavior and the Technology Acceptance Model.
We decided to limit the scope of our paper to college students since this sample was more
readily available to us than the general public. The purpose of this paper is to better under-
stand what factors influence college students to run anti-spyware tools, with the hopes of find-
ing ways to better inform future students about the spyware epidemic and ways to combat
spyware. In order to determine what influences students to use anti-spyware tools, we con-
ducted multiple structured interviews (n=10) and a survey (n=68). These provided insight
into the factors influencing students to run anti-spyware tools. We also found significant dif-
ferences between Computer Information Systems (CIS) majors and non-CIS majors in their
usage of anti-spyware software. Our research suggests that Attitude, Perceived Behavioral
Control, and Technology Awareness have the most impact on influencing a college student’s
intentions to use anti-spyware tools.

Keywords: Spyware, Theory of Planned Behavior, Behavioral Intention, Attitude, Perceived
Behavioral Control, Technology Awareness

1. INTRODUCTION

Spyware is defined as “software that is in-
stalled on a computer without the user’s
knowledge and transmits information about
the user’'s computer activities over the In-
ternet” (Spyware, 2009). Spyware is becom-
ing a rapid threat to productivity and reve-
nue in today’s technological world. U.S. con-

about 2.1 million computers between 2007
and 2008 due to viruses, spyware, and
phishing scams (Consumer Reports, 2008).
Spyware causes computers to suffer in per-
formance and can steal information from
consumers, which can lead to identity theft
or software failure. Microsoft, in fact has
stated that spyware is “at least partially re-
sponsible for approximately one-half of ap-

sumers spent $2.6 billion during 2006 to
prevent or remove spyware (I-SPY, 2007).
They lost almost $8.5 billion and replaced
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plication crashes reported to them” (I-SPY,
2007).
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Spyware is a growing problem that is im-
pacting the average consumer and business
today. However, the average consumer
seems to do nothing with the information
made available to them about spyware.
About 75% of Internet users know about
spyware, but only about 70% of these Inter-
net users know about the importance of in-
stalling anti-spyware tools (Chenoweth et
al., 2009). However, the 70% of Internet
users who know about the importance of
anti-spyware tools still often do nothing
about it (Chenoweth et al., 2009). Studies
have shown that most spyware problems
that occur today could be prevented with
anti-spyware tools (Lee and Kozar, 2005).
Even though the studies have suggested
that having the right tools can prevent a
large number of spyware problems, there is
still just a 10% adoption rate of anti-
spyware software (Lee and Kozar, 2005).

With all of the information available about
spyware, it is unclear why people are not
doing more to protect themselves from it.
With the ever-growing threat of spyware,
people are less likely to put their trust in
online websites such as e-commerce sites
that ask for their personal information (I-
SPY, 2007).

Why doesn’t the average consumer try to
prevent the likelihood of a spyware-related
attack? To try to answer this question, we
are going to examine the factors influencing
college students to run anti-spyware tools.
We will also examine the differences be-
tween responses of Computer Information
Systems (CIS) majors and non-CIS majors
to gain a better understanding of which fac-
tors are most influential for each group.

The remainder of the paper is structured as
follows: The literature review section pro-
vides statistics from previous studies relating
to spyware and reviews several relevant
theories. We state our hypotheses in Sec-
tion 3. The methodology section explains
how we captured both qualitative and quan-
titative data for our analysis and provides
information about our measures. In the
findings section, we provide the results of
our analysis. The discussion and conclusion
sections provide suggestions based upon our
findings for addressing the growing problem
of spyware.
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2. LITERATURE REVIEW
Spyware Statistics

A study conducted by the National Cyberse-
curity Alliance stated, “...over 90 percent of
consumers had some form of spyware on
their computers and most consumers were
not aware of it” (I-SPY, 2007). Businesses
are also impacted by spyware. Over 90 per-
cent of PC’s in large organizations have spy-
ware on them; some studies have found that
computers have an average of 28 different
types of spyware on them (Chenoweth et
al., 2009). Spyware has become a huge
threat to companies due to losses in produc-
tivity and potential data loss. Security vul-
nerabilities have risen from less than 1,100
in the year 2000 to over 7,000 in the year
2007, according to the CERT Coordination
Center (I-SPY, 2007).

Even the most popular websites perceived to
be safe often contain spyware. “70 percent
of the top 100 websites either hosted mali-
cious content or contained a link designed to
redirect site visitors to a malicious web site
during the second half of 2008 . . .” (Cla-
burn, 2009). The article also mentioned that
“77 percent of websites with known mali-
cious code are ‘legitimate’ sites”.

The US government proposed legislation to
crack down on spyware creators. The gov-
ernment’s proposed amendment would en-
force criminal penalties on the distribution of
spyware. The legislation will impose a
“maximum of 2 years for using spyware to
break into a computer and alter the security
settings or obtain personal information about
a person” (I-SPY, 2007).

Catching these criminals can be very diffi-
cult, because they are adapting how they
distribute spyware. Spyware is being dis-
seminated today from sites that are appear-
ing on the Internet for very short periods of
time. From October 2008 to January 2009,
the number of new malicious sites increased
from 100,000 to 200,000 per day to
200,000 to 300,000 per day (Seltzer, 2009).
These sites come up as quickly as they go
down. Sixty-two percent (62%) of fake co-
dec sites, perhaps the most dangerous form
of spyware, are active for less than a day
(Seltzer, 2009). With sites appearing and
disappearing this quickly, it makes it very
difficult to trace the person(s) responsible
for them. Even though spyware may never
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be eliminated completely, there are ways to
protect against it.

Background Theories

Several theories can be used to explain what
influences a college student’s intention to
adopt anti-spyware software. These theo-
ries use certain criteria that can help us de-
termine the factors influencing a person to
use and maintain protective technologies.
Protective technologies are technologies that
help to protect or combat malicious pro-
grams that can be installed on a computer
(Chenoweth et al., 2009). Several theories,
including the Theory of Planned Behavior
and the Technology Acceptance Model, may
be used to help us better understand the
usage of anti-spyware software.

Theory of Planned Behavior

The Theory of Planned Behavior (TPB), in-
troduced by Ajzen (1991), “...contends that a
person’s behavior is determined by his or
her intention to perform the behavior of in-
terest” (Dinev and Hu, 2007). A number of
other researchers have used the TPB to de-
termine what influences people to perform
certain behaviors (Larose et al., 2009;
Rawstorne et al., 2000; Sipior and Ward,
2008). The Theory of Planned Behavior uses
Attitude towards the behavior, Subjective
Norm, and Perceived Behavioral Control as
predictors of Behavioral Intention (Ajzen,

1991). The traditional Theory of Planned
Behavior is illustrated in Figure 1.
Attitude
Subjective Behavioral N )
Norm Intention »| Behavior
Perceived
Behavioral
Control

Figure 1: Theory of Planned Behavior
(after Ajzen, 1991)

Researchers have suggested additional con-
structs to add to the predictive power of the
Theory of Planned Behavior. Some re-
searchers have added constructs to try to
better understand what influences people to
adopt protective technologies.
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Dinev and Hu (2007) introduced additional
constructs to the PBC: Self-efficacy (SE) and
Controllability (C). Self-efficacy is defined
as “..the individual judgments of person’s
skills and capabilities to perform the beha-
vior,” and Controllability is the “individual’s
judgments about the availability of resources
and opportunities to perform the behavior”
(Dinev and Hu, 2007). They introduced
these constructs to determine if people were
more likely to use the anti-spyware tools if
they believed they had the capabilities to
perform the task and if they had the availa-
ble resources to get the tools.

Dinev and Hu (2007) also added the Tech-
nology Awareness construct to their study.
Technology Awareness is defined as “the
user’s following and being interested in and
knowledgeable about technological issues,
problems and strategies to solve them” (Di-
nev and Hu, 2007). The Theory of Planned
Behavior has been used in its original form
and/or has had constructs added to it in or-
der to better determine people’s intentions
to adopt protective technologies.

Technology Acceptance Model

“The Technology Acceptance Model (TAM)
(Davis, 1989) has been widely used to pre-
dict an individual’s intentions to adopt tech-
nology. TAM’s main variables include Per-
ceived Ease of Use (PEOU), Perceived Use-
fulness (PU), and Attitude (A). “PEOU is
defined as the degree to which the user ex-
pects that usage requires limited effort” and
“PU is the degree to which a person believes
that using a particular system would en-
hance his or her job performance within an
organizational context” (Dinev and Hu,
2007). TAM’s constructs help to predict
people’s intentions to adopt technologies.
Kumar et al. (2008) applied this model to
determine people’s intentions to use fire-
walls, a type of protective technology.
Through Kumar et al.’s (2008) research,
they found that a person’s attitude towards
firewalls is a good indicator that they will go
through with their intentions to implement a
firewall.

Lee et al. (2008) added Self-identity to TAM
to demonstrate the voluntary aspect of so-
cial influence. Their study confirmed the
significant influence of Self-Identity to tech-
nology acceptance, finding that it enables us
to capture a distinct social influence on
technology acceptance in situations where
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Subjective Norm is not able to do so (Lee et
al., 2008). TAM has shown to be a strong
predictor of acceptance of new technologies.

Dinev and Hu (2007) combined parts of the
Technology Acceptance Model with the
Theory of Planned Behavior (TPB). They
added the TAM to the TPB because they
wanted to incorporate the Perceived Ease of
Use and the Perceived Usefulness con-
structs.

3. HYPOTHESES

The traditional constructs in the Theory of
Planned Behavior are Attitude, Subjective
Norm, and Perceived Behavioral Control (Aj-
zen, 1991). A person’s intention to perform
the behavior in question (in this case, to use
anti-spyware software), is stronger when
Attitude and Subjective Norm are more fa-
vorable and Perceived Behavioral Control is
greater (Davis, Ajzen, et al, 2002).

Therefore, our first three hypotheses are:

¢ Hypothesis 1: Attitude is positively cor-
related with Behavioral Intention to use
anti-spyware tools.

e Hypothesis 2: Subjective Norm is posi-
tively correlated with Behavioral Intention
to use anti-spyware tools.

¢ Hypothesis 3: Perceived Behavioral
Control is positively correlated with Be-
havioral Intention to use anti-spyware
tools.

Our study adds a fourth predictor, Technolo-
gy Awareness, as originally suggested by
Dinev and Hu (2007).

¢ Hypothesis 4: Technology Awareness is
positively correlated with Behavioral In-
tention to use anti-spyware tools.

4. METHODOLOGY

First, we collected information from the
computer walk-in center at our university,
which is a branch of Technology Support
Services. We then created an interview in-
strument using the Theory of Planned Beha-
vior (Ajzen, 2001) to guide our questions.
We randomly selected five CIS majors and
five non-CIS majors to interview (instrument
available in Appendix). We conducted struc-
tured interviews to investigate students’ atti-
tudes, beliefs, thoughts, and concerns about
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using anti-spyware software. All interviews
were taped and transcribed.

Based upon the interview data and state-
ments used to measure constructs from pre-
vious Theory of Planned Behavior research,
we created our instrument. The survey also
included statements related to the Technol-
ogy Awareness construct found in the Dinev
and Hu (2007) study.

We used Survey Monkey for hosting purpos-
es. Each of the questions in the survey al-
lowed the respondents to answer on a sev-
en-point Likert scale ranging from Strongly
Agree (1) to Strongly Disagree (7).

Measures
Behavioral Intention

Two statements were used to measure Be-
havioral Intention: (BI1) I plan to use anti-
spyware tools, and (BI2) I intend to use an-
ti-spyware tools. Cronbach’s alpha = .861
for Behavioral Intention.

Attitude

We used three statements to measure Atti-
tude toward the behavior: (ATT1) Adopting
anti-spyware software is a good idea;
(ATT2) Adopting anti-spyware software is a
positive idea; and (ATT3) Adopting anti-
spyware software is a beneficial idea. Cron-
bach’s alpha = .882 for Attitude.

Subjective Norm

Two statements were used to measure Sub-
jective Norm: (SN1) The people who are
important to me adopt anti-spyware soft-
ware, and (SN2) The people whose opinions
I value adopt anti-spyware software. Cron-
bach’s alpha = .80 for Subjective Norm.

Perceived Behavioral Control

We used several statements generated from
the interview data and/or used in previous
TPB research to measure Perceived Beha-
vioral Control: (PBC1) I will be able to adopt
anti-spyware software if I choose to do so;
(PBC2) Adopting anti-spyware software is
entirely within my control; (PBC3) I have the
resources to adopt anti-spyware software;
(PBC4) I have the knowledge to adopt anti-
spyware software; (PBC5) I have the ability
to adopt anti-spyware software; and (PBC6)
I have the time to adopt anti-spyware soft-
ware. Cronbach’s alpha = .902 for this con-
struct.
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Technology Awareness

Five statements used in Dinev and Hu’'s
study (2007) were included in our survey
instrument: (TA1) I follow news and devel-
opments about spyware technology; (TA2) I
discuss with friends and people around me
security issues of the Internet; (TA3) I read
about the problems of malicious software
intruding Internet users’ computers; (TA4) I
seek advice on computer web sites or maga-
zines about anti-spyware products; and
(TA5) I am aware of the spyware problems
and consequences. Cronbach’s alpha = .805
for Technology Awareness.

Figure 2: Factor Analysis
COMPONENT

ATT SN PBC TA
ATT1 722
ATT2 .855
ATT3 .876
SN1 911
SN2 .848
PBC1 .588
PBC2 .758
PBC3 .829
PBC4 .738
PBC5 .781
PBC6 .743
TA1l .705
TA2 .841
TA3 .765
TA4 .599

TAS .577

We conducted a factor analysis as shown in
Figure 2 using principal component analysis
and varimax rotation. The rotation con-
verged in seven iterations. In Figure 2, ATT
= Attitude; SN = Subjective Norm; PBC =
Perceived Behavioral Control; and TA
Technology Awareness.

Demographics

We invited 104 students taking select
classes in the College of Business at our uni-
versity to participate. Sixty-eight (68) stu-
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dents completed the survey, resulting in a
response rate of 65%.

The respondents to the survey were com-
prised of 38.2% Computer Information Sys-
tems (CIS) majors and 61.8% non-CIS ma-
jors. The survey included 69.7% males and
30.3% females. The class distribution is
shown in Table 1.

Table 1: Class Distribution

Year of College Percent of Total
Sophomore 8.8%
Junior 29.4%
Senior 61.8%
5. FINDINGS

Technology Support Services

In order to get a better overall understand-
ing of the usage of anti-spyware tools at our
university, we spoke with the director of the
walk-in center for students and faculty. The
director agreed to see how many of the
computers brought in by students that day
contained spyware. Twenty-eight percent
(28%) or nine computers out of thirty-two
had spyware on them. These nine computers
with spyware had a total of 16,447 instances
of spyware! This number was so large that
we asked the director how much of their
work involved spyware. He estimated that
about seventy-five percent (75%) of their
work resulted directly from spyware prob-
lems. The numbers that we gathered from
just one day were remarkable. This shows
that there are still a lot of students who do
not use anti-spyware programs. This also
suggests that there are still students who do
not know about spyware and its effects.

Interview and Survey Findings

We gathered quantitative information from
the survey and qualitative information from
the interviews done with the students. We
analyzed the quantitative information from
the survey and the qualitative information
from each interview. We used the data to
determine the main constructs that stood
out from the research. The main constructs
that stood out from the survey and the in-
terviews were Perceived Behavioral Control,
Technology Awareness, and Attitude towards
adopting anti-spyware tools. However, the
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construct of Subjective Norm seemed to not
hold as much importance.

We used SPSS to compare the means for
CIS majors and non-CIS majors for each
construct using one-way ANOVA. For all
constructs, we used a seven-point Likert
scale in which 1 = Strongly Agree and 7 =
Strongly Disagree.

Behavioral Intention

When interviewing CIS majors, we found
that all of them intend to use anti-spyware
tools, which falls into the Behavioral Inten-
tion construct. This group already knew the
importance of using anti-spyware tools.
Even though most non-CIS majors also in-
tended to use anti-spyware software, we
found significant differences between inten-
tions of CIS and non-CIS students.

Table 2 summarizes the survey results of the
data analysis for both CIS and non-CIS ma-
jors (1 = Strongly Agree; 7 = Strongly Dis-
agree).

Table 2: Behavioral Intention

Statement CIS Non- | F

Avg CIS

Avg

I plan to use | 1.22 2.00 8.418**
anti-spyware
tools
I intend to use | 1.22 1.74 5.289%*
anti-spyware
tools

*p < .05; **p<.01
Perceived Behavioral Control

We examined whether students possessed
volitional control over using anti-spyware
tools, which involves the construct of Per-
ceived Behavioral Control. The interview and
survey results revealed that most students
agreed that they had control over using anti-
spyware tools. However, CIS majors be-
lieved they had more control than non-CIS
majors.

We asked the interviewees if they had the
knowledge, resources, and ability to adopt
the anti-spyware tools. One of the intervie-
wees said, “Yes, I feel I'm experienced
enough to implement, update and maintain
anti-spyware.” The CIS majors we inter-
viewed use anti-spyware tools and said they
have the knowledge, resources, and ability

© 2010 EDSIG

to use the tools. When we asked the non-
CIS students if they used anti-spyware tools
it was not a unanimous yes.

Table 3: Perceived Behavioral Control

Statement CIS [ Non- | F
Avg | CIS
Avg
I will be able to | 1.83 | 2.00 .509 (ns)
adopt anti-

spyware software
if I choose to do
SO

Adopting anti- | 1.50 | 2.21
spyware software
is entirely within
my control

10.163**

I have the re-| 1.45 | 2.38
sources to adopt
anti-spyware
software

11.910%*

I have the know- | 1.41 | 2.80
ledge to adopt
anti-spyware
software

21.971%**

I have the ability | 1.66 | 2.21
to adopt anti-
spyware software

4.831%*

I have the time to | 1.91 | 2.88
adopt anti-

9.854%*

spyware software

http://jisar.org/3/4/

*p < .05; **p<.01; ***p<.001
ns = not significant

As shown in Table 3, we found significant
differences from our survey results between
the CIS and non-CIS majors for most state-
ments relating to the Perceived Behavioral
Control construct. (1 = Strongly Agree; 7 =
Strongly Disagree)

Technology Awareness

During an interview with one of the stu-
dents, we asked her if she used anti-
spyware tools. She said, “I don't think so.”
As we further talked with her, we realized
that she did not know about spyware at all.
The statements from this interviewee relate
to the Technology Awareness construct.
Awareness of spyware and anti-spyware
tools is greater for CIS majors than non-CIS
majors. We asked the CIS majors how they
learned about spyware and anti-spyware
tools. Their knowledge came from personal
experiences, classes, and work. One of the
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interviewees said they learned about spy- Table 4: Awareness
ware “through personal research and at
work.” The non-CIS majors who used anti- Statement CIS Non- | F
spyware tools stated in the interviews that Avg CIS
they learned about the tools through family Avg
or just reading websites. The survey data I follow news | 3.04 4.61 15.504%*%
also showed that awareness is an important and develop-
construct in influencing individuals to use ments  about
anti-spyware tools. spyware tech-
nology

Table 4 summarizes the results of the survey . .
data analysis for both CIS and non-CIS ma- I discuss with | 2.91 3.73 | 4.458%
) . . friends and
jors (1 = strongly agree; 7 = strongly disag- people around
ree). me security

. issues of the
Attitude Internet
The_ feeling of safety experienced from usin_g I read about | 2.00 288 6.631*
anti-spyware tools relates to students’ atti- the problems
tudes and perceptions toward these tools. of malicious
The Attitude construct was examined when software in-
we asked the interviewees if they felt if the truding Inter-
anti-spyware tools were an inconvenience or net users’
a hassle to them. Most of the interviewees computers
said they that the tools were not an incon- I seek advice | 2.95 3.90 4.849%
venience. on  computer

. . . web sites or
However, one of the interviewees said, “I magazines
see it as a hassle when it slows my comput- about anti-
er down, but it’s probably worth it.” This spyware prod-
statement shows a negative connotation to- ucts
ward the use _of an_ti—spyware tools. There I am aware of | 1.75 2.78 11.706%*
were only two interviewees that expressed a the  spyware
negative attitude toward these tools, howev- problems and
er. consequences
Table 5 displays the three statements used *p < .05; **p<.01; ***p<.001
to measure the Attitude construct. No sig-
nificant differences were found for this con-
struct between CIS and non-CIS majors. Table 5: Attitude
Subjective Norm Statement CIS Non- | F
. . o Avg CIS
Overall, the non-CIS interviewees indicated Avg
that they were not influenced by other
people who used anti-spyware tools. These Adopting  anti- | 1.71 1.92 | .993
findings suggest that subjective norm has spyware  soft- (ns)
less effect in influencing a student to adopt ware is a good
the use of anti-spyware tools. Some of the idea
interviewees were influenced by family and Adopting  anti- | 1.88 1.98 .253
friends, but a lot of them said, “No, I have spyware  soft- (ns)
made these decisions on my own.” ware is a posi-
tive idea

The survey data is in line with the inter- . ]
views, as many students (especially non-CIS Adopting  anti- | 1.96 2.12 | .364

. spyware soft- (ns)
majors) responded neutrally to the state- ware is a bene-
ments dealing with subjective norm. Table 6 ficial idea

shows that no significant differences exist
between CIS and non-CIS majors for Sub-
jective Norm.

© 2010 EDSIG
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Table 6: Subjective Norm

Statement CIS Non- | F

Avg CIS

Avg

The people who | 3.08 3.26 .339
are important to (ns)
me adopt anti-
spyware soft-
ware.
The people | 3.33 3.12 .351
whose opinions I (ns)
value adopt an-
ti-spyware soft-
ware.

Using SPSS 14.0, we computed the correla-
tions between the constructs. As shown in
Table 7, BI = Behavioral Intention; ATT =
Attitude; SN = Subjective Norm; PBC = Per-
ceived Behavioral Control; and TA = Tech-
nology Awareness.

TABLE 7: Correlation Matrix

ATT SN PBC TA
BI .691** | 198 408** | .409**
ATT .310* | .432** | .485%**
SN .107 .312*
PBC 617%*

*p < .05; **p < .01

Based upon these results, we state the fol-
lowing regarding our hypotheses:

Hypothesis 1, Attitude is positively corre-
lated with Behavioral Intention to use anti-
spyware tools, is supported (r = .691; p <
.01).

Hypothesis 2, Subjective Norm is positively
correlated with Behavioral Intention to use
anti-spyware tools, is not supported (r =
.198; p > .05).

Hypothesis 3, Perceived Behavioral Control
is positively correlated with Behavioral In-
tention to use anti-spyware tools, is sup-
ported (r = .408; p < .01).

Hypothesis 4, Technology Awareness is
positively correlated with Behavioral Inten-
tion to use anti-spyware tools, is supported
(r = .409; p < .01).

© 2010 EDSIG
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6. DISCUSSION

We were surprised to find a non-significant
correlation between the Subjective Norm
construct and Behavioral Intention. A num-
ber of previous studies using the Theory of
Planned Behavior (TPB) have found a signifi-
cant relationship between these two con-
structs. However, as expected, we found
significant correlations between Attitude and
Behavioral Intention and between Perceived
Behavioral Control and Behavioral Intention.

We also found a significant correlation be-
tween the Technology Awareness construct
and Behavioral Intention. Technology
Awareness (r = .409) and Perceived Beha-
vioral Control (r = .408) had almost identical
correlations with Behavioral Intention. Fu-
ture work should further explore the impor-
tance of Technology Awareness in this do-
main, as it seems to have similar importance
as Perceived Behavioral Control. With a larg-
er sample size, future research could use
regression analysis or structural equation
modeling to explore the importance of the
Technology Awareness construct, as sug-
gested in Figure 2.

Our findings suggest that students tend to
learn about anti-spyware tools from personal
experience, research, or through being
taught by someone. We believe that inter-
ventions could be designed to target the in-
fluences relating to Attitude, Perceived Be-
havioral Control, and Technology Awareness.

Attitude

Subjective
Norm

Behavioral »| Behavior
Intention

Perceived
Behavioral P
Control ’

Technology ,
Awareness

Figure 2: Proposed Addition to TPB

The differences between CIS and non-CIS
majors are possibly due to several reasons.
CIS majors see their peers using anti-
spyware software more than non-CIS ma-
jors. CIS majors also seem to have faster
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computers in which anti-spyware tools will
not slow them down. This may be one of
the reasons that some non-CIS majors do
not intend to use anti-spyware software, as
older computers do not run effectively with
some tools.

As shown earlier in Table 3, students major-
ing in CIS also have more resources, know-
ledge, and ability to run anti-spyware tools
than non-CIS majors. Overall, CIS majors
are more aware about the problems caused
by spyware than non-CIS majors.

Through our findings at the walk-in center
and through the survey and interviews we
conducted, we believe we need to better
educate and influence students, especially
non-CIS majors, to use anti-spyware tools.
It is important that we make sure that stu-
dents are using these tools on a regular ba-
sis due to the facts that are represented in
the introduction and spyware literature re-
view section.

We believe spyware should be addressed in
a class that every college student is required
to take. None of the non-CIS majors indi-
cated in their interviews that they have
learned about spyware in their college
classes. Teaching this material in a course
designed for all college students (as opposed
to only CIS majors) would hopefully result in
them adopting anti-spyware tools voluntari-
ly, which would lead to continued use
throughout their lives. If students continue
to use the anti-spyware tools, this will result
in safer computer environments in colleges,
homes, and businesses.

7. CONCLUSION

Our research identifies some of the factors
influencing a student to adopt anti-spyware
tools. The research needs to have a larger
sample in order to be more conclusive, as
our current sample size is not adequate to
conduct higher-level statistical analysis. In
future work, we plan to collect enough data
to conduct a regression or structural equa-
tion modeling analysis using the Theory of
Planned Behavior. With further research, we
believe that we will find more evidence for
the constructs that have already appeared to
be important.

We believe that spyware is going to become
more of a problem unless we find ways to
persuade more college students to adopt the

© 2010 EDSIG
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use of anti-spyware tools. Continued re-
search will give us more insight into what
influences college students, as well as others
to adopt anti-spyware tools. With this know-
ledge, we will hopefully be able to find ways
to reduce the spyware problem.
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APPENDIX
Structured Interview Questions

What is your major?

What year are you? (Sophomore, Junior, . . .)

Do you use anti-spyware tools?

What influenced you to use the specific anti-spyware tools that you use?
What type or brand of anti-spyware tools do you use?

How did you learn about spyware and the anti-spyware tools?

What has influenced your decision to use the anti-spyware tools? (ex. Friends, Family, Work,
etc.)

Do you try to convince others to use the anti-spyware tools? If so, do they use them after you
recommend them?

Concerning people who influence you that use anti-spyware tools: Does / did their influence
and use of anti-spyware tools cause you to adopt the tools?

Do you believe that you have the resources to adopt anti-spyware tools?

Do you believe that you have the knowledge to adopt anti-spyware tools?

Do you believe that you have the ability to adopt anti-spyware tools?

By using anti-spyware tools do you believe that your computer is safer?

What is your attitude towards using anti-spyware tools?

Do you feel that using anti-spyware tools is an inconvenience or a hassle? Explain.

Do you have anything else you would like to share about your spyware experiences?
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