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Abstract  

 

Cybercrime has escalated within the healthcare sector, presenting a substantial threat to both 
operational integrity and patient safety. Notably, 66% of data breaches in healthcare are attributed to 
providers' failure to identify and address cybersecurity threats. This quantitative correlation study 
investigated whether factors related to threat avoidance and financial incentives significantly affect 
healthcare providers' motivation to protect against cyber threats. The study utilized a cross-sectional 
sample of 107 healthcare practitioners based in the United States. The theoretical framework of the 
study integrates Carpenter et al.’s refined Technology Threat Avoidance Theory (TTAT) with Jalali et 

al.’s modified Theory of Planned Behavior (TPB). Employing partial least squares structural equation 
modeling (PLS-SEM), the study addressed five research questions. The findings indicated that 
healthcare professionals experienced a heightened sense of control when reliable security technologies 
were in place. However, variables such as perceived risk, severity, trust in security systems, 
behavioral control, and financial incentives did not significantly predict motivation for threat 
avoidance. These results imply that while perceived control is influential, other commonly presumed 
motivators may not impact cybersecurity behavior as anticipated. Further research should investigate 

whether factors such as risk propensity, susceptibility, or increased financial incentives can more 
effectively encourage healthcare providers to adopt robust cybersecurity measures. 
 
 
Keywords: Cybercrime, healthcare, Technology Threat Avoidance Theory, risk, trust  
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Enhancing Healthcare Data Security Through Incentivized 

Behavioral Cybersecurity 
 

Mary Lind and Samuel Tabi 
 

 
1. INTRODUCTION 

 
Data security is of paramount importance in the 
U.S. healthcare sector because of the protected 
health information (PHI) contained in electronic 
health records (EHRs) and patient files 

(Mbonihankuye et al., 2019; Moore & Frye, 
2019; Yeng et al., 2021). These data 
repositories, which house healthcare records, 
are particularly attractive targets for 

cybercriminal intent to commit identity theft 
(Kaddoura et al., 2021). The motivation for 
cyberattacks on healthcare organizations stems 

from the fact that healthcare records encompass 
critical personal information and sensitive data, 
which hold greater value on the black market 
than credit card data (Argaw et al., 2020). 
Breaches in healthcare data pose significant 
threats to patient safety and disrupt the normal 

operation of healthcare institutions (Agrawal et 
al., 2020; Seh et al., 2020). Such breaches 
compromise the integrity and confidentiality of 
patient records, thereby eroding patient trust in 
healthcare providers (Kaddoura et al., 2021; 
Yaraghi & Gopal, 2018). 

 

One of the primary causes of data breaches in 
the healthcare sector is the inability of 
healthcare providers to detect attacks that 
target healthcare personnel (Yeng et al., 2021). 
Information system security professionals within 
healthcare organizations have employed basic 
cybersecurity mitigation strategies, such as 

perimeter fencing, to protect their networks and 
data (Yeng et al., 2021). Nevertheless, 
measures such as anti-virus software, intrusion 
detection and prevention systems, and firewalls 
have proven ineffective against cyberattacks on 
healthcare organizations (Yeng et al., 2021). 

Recent research has indicated that human-
related factors, such as inadequate knowledge of 

healthcare employees or disregard for 
information security policies, are responsible for 
the majority of cybersecurity breaches in 
healthcare organizations (Dong et al., 2021). 
 

Building on the background provided above, this 
study examines the factors that influence 
healthcare providers' motivation to protect 
against cyber threats. The theoretical foundation 
for this research combines two key frameworks: 

the Technology Threat Avoidance Theory (TTAT) 
and an adapted version of the Theory of Planned 
Behavior (TPB). These theories provide a lens 
through which to analyze the complex interplay 
of factors affecting cybersecurity behaviors in 
healthcare settings. The following section 

outlines the core components of these 
theoretical models and their relevance to this 
study. 
 

2. THEORETICAL BASIS 
 
According to Technology Threat Avoidance 

Theory (TTAT), when cyber threats are present, 
users of information systems are inclined to 
adopt protective measures if they perceive the 
threat as both probable and potentially severe 
(Carpenter et al., 2019; Chen & Liang, 2019; 
Samhan, 2017). If users believe that the threat 

can be mitigated through specific measures, 
they are more likely to implement such 
measures to counteract the threat (Samhan, 
2017). In the face of cyber threats, information 
technology users employ cognitive processes 
and behaviors to address threats (Chen & Liang, 

2019). Users evaluate the severity of the threat 

and ascertain whether any protective methods 
are available to counteract it (Chen & Liang, 
2019). If a user does not perceive the threat to 
be sufficiently severe, it may be disregarded 
(Chen & Liang, 2019). Figure 1 illustrates the 
TTAT model. 
 

Figure 1 Research Model Based on the TTAT 
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Trust in Security Technology 

The primary element of this study's theoretical 
framework, as explored in the literature review, 
is trust in security technology. Trust is an 

essential aspect of healthcare technology 
because of the vast datasets managed by 
organizations (Moore & Frye, 2019, 2020). The 
digitization of healthcare information systems, 
including the adoption of Electronic Health 
Records (EHR) and the Internet of Medical 
Things (IoMT) in care delivery, presents 

potential benefits. However, digitization also 
renders healthcare organizations vulnerable to 
cyberattacks (Spanakis et al., 2020). Access to 
and transmission of patient healthcare data via 
the Internet are insecure because the Internet, 
as a public network, lacks comprehensive 

cybersecurity measures (Lee et al., 2021). 
 
Perceived Behavioral Control  
Perceived behavioral control is defined as an 
individual's evaluation of the ease or difficulty 
involved in executing a particular behavior (Jalali 
et al., 2020). It functions as a mediator of the 

effects of attitudes toward the behavior and the 
influence of subjective norms associated with 
the behavior (Bosnjak et al., 2020). 
 
Perceived Risk 
Perceived risk is conceptualized as the expected 
likelihood of a negative event occurring (Jalali et 

al., 2020). In this study, perceived risk refers to 
the likelihood that cyberattacks may cause harm 

in healthcare settings. The existing literature 
suggests that the risks associated with 
healthcare data are increasing despite significant 
investments and efforts by healthcare 

organizations to improve cybersecurity 
measures (Rachh, 2021). Consequently, the 
surge in cybercrimes targeting healthcare 
institutions has resulted in an increase in 
healthcare data breaches (Argaw et al., 2020). 
 
Financial Incentives 

Stakeholders have significant financial incentives 
in the realms of cybersecurity and healthcare 
data management. Cybersecurity breaches 
involving healthcare data result in substantial 

financial losses for healthcare organizations 
(Dong et al., 2021; Meisner, 2018). Researchers 
have observed a notable increase in 

cyberattacks targeting hospitals and healthcare 
organizations, which has exacerbated the 
considerable financial losses experienced by 
these entities (Gordon et al., 2019). 
 
Perceived Severity 

Perceived severity assesses the magnitude of 
consequences associated with adverse events 

(Carpenter et al., 2019). The literature review 

highlights the substantial impact of cybersecurity 
breaches. When cybercriminals exploit 
employees' inadequate cybersecurity practices 

to commit cybercrimes, the repercussions can be 
severe for patients (Spanakis et al., 2020). In 
2018, data breaches in healthcare organizations 
negatively impacted over six million patients 
(Semantha et al., 2020). Furthermore, in 2019, 
more than 41 million patient records were 
compromised due to healthcare data breaches 

(Seh et al., 2020). 
 

3. RESEARCH FINDINGS 
 
This study analyzed survey data collected from 
107 healthcare providers in the United States, 

utilizing partial least squares structural equation 
modeling (PLS-SEM) techniques to examine the 
data and address five research questions. The 
theoretical framework for this study is grounded 
in the technology threat avoidance theory 
(TTAT) of Carpenter et al. (2019), augmented by 
prior research conducted by Samhan (2017) and 

Jalali et al. (2020) concerning information 
security risk and trust in technology. The 19 
survey questions were derived from three 
distinct surveys conducted by Carpenter et al. 
(2019), Jalali et al. (2020), and Samhan (2017). 
The survey incorporated subscales designed to 
evaluate perceived information security risk, 

perceived severity, trust in technology reliability, 
trust in technology functionality, perceived 

behavioral control, financial incentives, and 
threat avoidance motivation. Specifically, the 
instrument included four subscales previously 
employed by Jalali et al. (2020), which 

measured perceived information security risk, 
trust in security technology reliability, trust in 
security technology functionality, and perceived 
behavioral control. Additionally, the instrument 
featured a subscale adapted from Carpenter et 
al. (2019) to measure perceived severity and a 
subscale adapted from both Carpenter et al. and 

Samhan (2017) to assess avoidance motivation. 
A single item measuring financial motivation was 
developed, aligning with the focus of this study. 
The variables were operationalized using 5-point 

Likert scales. Among the 107 respondents who 
completed the online survey, 43 were physicians 
(40.19%), 33 were physician assistants 

(30.84%), three were nurses (2.80%), and 28 
were nurse practitioners (26.17%). Regarding 
healthcare-related work experience, 5 
participants (4.67%) had 0-1 years, 33 
participants (30.84%) had 2-5 years, 32 
participants (29.91%) had 6-10 years, 20 

participants (18.68%) had 11-15 years, and 17 
participants (15.89%) had more than 15 years. 
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All respondents were aged between 25 and 75 

years. Specifically, 42 participants (39.25%) 
were aged 25 to 34, 47 (43.93%) were aged 35 
to 44, 11 (10.28%) were aged 45 to 54, 5 

(4.67%) were aged 55 to 64, and 2 (1.87%) 
were aged 65 to 74. The sample was relatively 
balanced in terms of sex, with 59 males 
(55.14%) and 48 females (44.86%). Appendix A 
contains the survey items used. 
 
The reliability evaluation presented in Table 1 

indicates that all constructs demonstrated 
reliability. 
 

Table 1 Construct Reliability 

Construct Cronbach’s 

α 

Composite 

Reliability 

Perceived 
information 
security risk 

0.925 0.938 

Perceived 

severity 

0.941 0.965 

Trust in security 
technology - 
reliability 

0.881 0.926 

Trust in security 
technology - 
functionality 

0.905 0.940 

Perceived 
behavioral control 

0.887 0.930 

Avoidance 
motivation 

0.880 0.941 

Note. All demonstrated high reliability 
 
Variance Inflation Factor (VIF) analysis revealed 

that the constructs were not multicollinear. 
Furthermore, by employing the Fornell-Larcker 
criterion, the constructs exhibited discriminant 
validity. 
 
The hypotheses were assessed using PLS-SEM, 
with the findings detailed in Table 2 and Figure 2 

in Appendix B. Additionally, Table 3 presents the 
outcomes of the hypotheses derived from the 
PLS-SEM  analysis. 
 

Table 2 Results of the Path Analysis 

Path β t p 

PIS -> AM -0.075 0.331 0.741 

PS -> AM -0.028 0.151 0.880 

TTR -> PBC 0.488 3.239 0.001* 

TTF -> PBC 0.238 1.603 0.109 

PBC -> AM 0.135 1.404 0.160 

Fin -> AM 0.102 0.952 0.341 

 

 

 

Table 3 Hypothesis Results Summary 

H Variable Relationship Result 

1 Perceived information 
security risk -> Avoidance 
motivation 

Rejected 

2 Perceived severity -> 
Avoidance motivation 

Rejected 

3A Trust in security technology-
reliability -> Perceived 
behavioral control 

Supported 

3B Trust in security technology-
functionality -> Perceived 

behavioral control 

Rejected 

4 Perceived behavioral control 
-> Avoidance motivation 

Rejected 

5 Financial incentive -> 

Avoidance motivation 

Rejected 

 
The analysis of the five research questions 
yielded mixed results regarding the factors 
influencing healthcare providers' motivation to 
protect against cyber threats. While perceived 

behavioral control was significantly predicted by 
trust in security technology reliability, the data 
did not support other hypothesized relationships. 
Specifically, as expected, perceived risk, 
perceived severity, trust in security technology 
functionality, and financial incentives did not 

significantly predict threat avoidance motivation. 
These findings suggest that the factors 
influencing cybersecurity behaviors among 
health care providers may be more complex 

than initially theorized. The following section 
explores the implications of these results, 
discusses potential explanations for the 

unexpected findings, and proposes directions for 
future research to examine the drivers of 
cybersecurity practices in healthcare settings. 
 

4. CONCLUSIONS and IMPLICATIONS 
 
The lack of a significant correlation between 

perceived risk and healthcare providers' 
motivation to avoid cyber threats may be 
attributed to factors such as participants' 
workload or workplace culture (Seh et al., 
2020). Excessive workloads can adversely 
impact the cognitive capacities of healthcare 

employees, thereby reducing their ability to 
implement measures to safeguard healthcare 
data (Seh et al., 2020). Furthermore, 
overburdened healthcare employees may 
become dissatisfied and choose not to adhere to 
their organizations' security policies (ISSPs; 
Jalali et al., 2020). Another potential explanation 

for the absence of a significant relationship 
between perceived risk and avoidance 
motivation is a lack of security awareness. 
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Scholarly literature has linked security 

awareness to the support of top management 
(Dong et al., 2021). Consequently, a workplace 
culture that fails to prioritize cybersecurity may 

result in employees lacking sufficient 
understanding of the importance of protecting 
against cybersecurity threats. 
 
Although perceived severity did not significantly 
predict healthcare providers' avoidance 
motivation to protect against cyber threats in 

the present study, previous research has 
demonstrated significant findings. For example, 
Carpenter et al. (2019) identified a statistically 
significant correlation between employees’ 
perception of the severity of a cyber threat and 
their avoidance motivation. One possible 

explanation for the absence of a significant 
result for Research Question Two is low 
cybersecurity awareness. Grassegger and 
Nedbal (2021) emphasized the importance of 
cybersecurity awareness as a precursor to 
compliance. If an employee does not perceive a 
threat as severe, they may disregard it, 

particularly if compliance is perceived as 
burdensome or inconvenient. Rostami et al. 
(2020) observed that Information Security 
Policies (ISSPs) can create stress and burdens 
on employees. Consequently, threats may be 
disregarded as insignificant if they allow 
employees to avoid onerous cybersecurity 

measures. 
 

The initial set of hypotheses examined trust as 
predicated on reliability. The data analysis 
revealed that trust in technology, grounded in 
reliability, significantly predicted healthcare 

providers' perceived behavioral control in 
safeguarding against cyber threats. Conversely, 
the association between trust in security 
technology based on functionality and healthcare 
providers' perceived behavioral control in 
mitigating cyber threats was found to be 
insignificant. Therefore, a healthcare provider's 

perceived behavioral control in defending 
against cyber threats is primarily influenced by 
their trust in security technology's consistent 
success in providing protection. This finding 

corroborates with the results reported by Jalali 
et al. (2020). 
 

Perceived behavioral control pertains to 
participants' beliefs regarding their ability to 
influence cybersecurity outcomes through their 
compliance with Information Systems Security 
Policies (ISSP). The results pertaining to 
Research Question Four of this study indicate 

that perceived behavioral control did not exhibit 
a significant relationship with healthcare 

providers' motivation to avoid cyber threats, 

leading to the retention of the null hypothesis. 
This outcome does not align with the theoretical 
framework of this study or previous research 

findings (Bosnjak et al., 2020; Jalali et al., 
2020). 
 
A financial incentive is defined as a monetary 
bonus offered to healthcare providers with the 
aim of positively influencing their motivation to 
avoid cyber threats. However, the statistical 

analysis did not reveal a significant relationship 
between financial incentives and the avoidance 
motivations of healthcare providers. 
Consequently, financial incentives do not 
significantly predict healthcare providers' 
motivation to protect against cyber threats. The 

literature indicates that the financial costs 
associated with healthcare data breaches are 
substantial (Argaw et al., 2020; Dong et al., 
2021; Seh et al., 2020). Cyber breaches of 
healthcare data result in considerable financial 
losses for healthcare organizations (Dong et al., 
2021; Meisner, 2018). These financial costs may 

include ransoms paid to recover data, fines for 
HIPAA violations, or revenue losses due to 
reputational damage (Allen, 2021; Argaw et al., 
2020; M. C. Williams et al., 2020). Such 
financial implications suggest that offering 
incentives to employees to enhance compliance 
could be a potentially beneficial strategy. 

 
5. FUTURE RESEARCH 

 
Further research should investigate the 
differences in risk propensities between 
healthcare providers and other occupational 

groups. The healthcare sector is characterized 
by high levels of stress and demands, making it 
particularly suitable for individuals with a 
propensity for risk-taking. Understanding the 
relationship between risk-taking behavior and 
cyber threat avoidance could elucidate the 
factors that influence the decision to implement 

protective measures for information assets 
(Carpenter et al., 2019). A comparative research 
design would enable researchers to assess the 
risk propensity of various healthcare providers 

and determine whether specific job roles attract 
individuals who are more inclined to neglect 
information security. Furthermore, future 

research could explore the differences in 
information security attitudes between the 
healthcare sector and other industries such as 
manufacturing, education, retail, and finance. 
According to TTAT, when a cyber threat is 
present, the motivation of an information system 

user to employ a safeguard measure against this 
threat is contingent upon the user's perception 
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of the threat (Carpenter et al., 2019; Chen & 

Liang, 2019; Samhan, 2017). The theoretical 
framework of this study did not significantly 
predict the motivations and behaviors of 

healthcare providers regarding cyber threat 
avoidance. Other factors are likely to influence 
threat avoidance motivations among healthcare 
providers. Additionally, workplace overload and 
insufficient security training may have affected 
participants' avoidance motivations (Dong et al., 
2021; Seh et al., 2020). Employing an 

alternative theoretical framework that 
incorporates additional variables such as fear 
appeals or risk susceptibility would provide 
further insight into the antecedents of ISSP 
compliance motivations and behaviors. 
 

Based on this study’s findings, financial 
incentives do not significantly predict a 
healthcare provider’s avoidance motivation to 
protect against cyber threats. If an incentive for 
a physician is very small compared to the 
physician’s salary, the incentive will not 
significantly influence the physician’s behavior 

(Vilendrer et al., 2021). Vilendrer et al. (2021) 
noted that for an employee to experience 
enhanced motivation as a result of a financial 
incentive, the incentive must be substantial, 
approximately 10% to 20% of the healthcare 
professional’s salary. Additional research should 
be conducted to determine whether increasing 

the incentive threshold for healthcare providers 
would significantly change their threat avoidance 

motivation.  
 
Yoo et al. (2018) noted that individuals who 
exhibit psychological ownership of computing 

devices and the Internet in their homes initiate 
and display proactive cybersafety behaviors. If 
an employee of an organization experiences 
psychological ownership of the organizational 
resources where they work, they will feel 
compelled to take measures to safeguard those 
resources (Verkijika, 2020). Further research 

should examine health care professionals’ 
psychological ownership of their organizations’ 
health information systems. Healthcare 
professionals who exhibit psychological 

ownership of health information systems in their 
organizations might be more motivated by 
financial incentives to avoid cyber threats 

(Verkijika, 2020). 
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Appendix A 

 
Data Collection Instrument 

Item Question Construct Scale Source 

1 At my workplace, the risk to my 
computer and data from Internet security 
breaches is: 
 

Perceived 
information security 
risk 

A Jalali et al. 
(2020) 

2 At my workplace, the likelihood that my 
computer will be disrupted due to 
Internet security breaches within the 

next 12 months is: 
 

Perceived 
information security 
risk 

A Jalali et al. 
(2020) 

3 At my workplace, the chance that my 
computer will fall a victim to an Internet 

security breach is: 
 

Perceived 
information security 

risk 

A Jalali et al. 
(2020) 

4 At my workplace, the vulnerability of my 
computer and data to Internet security 
risks is: 
 

Perceived 
information security 
risk 

A Jalali et al. 
(2020) 

5 My personal information collected by 
malware at my place of work could be 
used to commit crimes against me. 

 

Perceived severity A Carpenter et al. 
(2019) 

6 Health records of patients collected by 
malware at my place of work could be 
used to commit crimes against patients. 
 

Perceived severity A Carpenter et al. 
(2019) 

7 The cybersecurity software at my 
workplace (e.g., antivirus and firewall) is 

reliable. 
 

Trust in technology 
–reliability  

B Jalali et al. 
(2020) 

8 The cybersecurity software at my 
workplace does not fail me. 
 

Trust in technology 
–reliability  
 

B Jalali et al. 
(2020) 

9 The cybersecurity software at my 

workplace provides accurate service. 
 

Trust in technology 

–reliability  

B Jalali et al. 

(2020) 

10 The cybersecurity software at my 
workplace has the functionality I need. 
 

Trust in technology 
–functionality 
 

B Jalali et al. 
(2020) 

11 The cybersecurity software at my 
workplace has the features required for 

my tasks. 
 

Trust in technology 
– functionality  

B Jalali et al. 
(2020) 

12 The cybersecurity software at my 
workplace has the ability to do what I 
want it to do. 
 

Trust in technology 
– functionality  

B Jalali et al. 
(2020) 

13 I am able to follow the cybersecurity 

policies and procedures and technologies 
(e.g., antivirus, or other products). 
 

Perceived behavior 

control 

B Jalali et al. 

(2020) 

14 I have the resources and knowledge to 
follow the policies and procedures and 
use the cybersecurity technologies. 

Perceived behavior 
control 

B Jalali et al. 
(2020) 
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15 I have adequate training to follow the 
policies and procedures and use 
cybersecurity technologies. 

 

Perceived behavior 
control 

B Jalali et al. 
(2020) 

16 I intend to use anti-spyware software to 
avoid spyware. 

Threat avoidance 
motivation 

B Carpenter et al. 
(2019), Samhan, 
(2017) 
 

17 I predict I would use anti-spyware 
software to avoid spyware. 

Threat avoidance 
motivation 

B Carpenter et al. 
(2019), Samhan, 

(2017) 
 

18 I plan to use anti-spyware software to 
avoid spyware. 

Threat avoidance 
motivation 

B Carpenter et al. 
(2019), Samhan, 
(2017) 
 

19 I would follow the cybersecurity policies 
and procedures and technologies (e.g., 
antivirus, or other products) more if 
there were a financial incentive of about 
10% to 20% of my salary. 
 

Financial motivation B Developed based 
on this study’s 
focus 
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Appendix B PLS-SEM Model 
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Abstract 
 
The rapid growth of digital media content makes it difficult to provide timely, relevant, and 
personalized recommendations. In isolation, traditional recommender systems are effective, but they 
often struggle with data sparsity, the cold-start problem, diversity, and adaptability to changing user 
preferences. Systems that accurately interpret user behaviour and item characteristics are essential. 
Addressing these challenges requires strategies that go beyond conventional collaborative or content-
based filtering alone. This study aims to address the following research question: How can hybrid 

approaches integrating traditional recommendation techniques with modern machine learning methods 
improve the personalization, diversity, and resilience of a recommender system? To this end, we 
developed hybrid movie recommendation models by combining collaborative filtering with content-
based analysis using NLP and two-tower neural network architectures. The collaborative filtering 
components utilize matrix factorization to uncover latent user preferences, while natural language 
processing techniques extract semantic features from movie descriptions to enhance content 

understanding. Neural Retrieval-Ranking models help to further refine recommendations by learning 
compact representations of users and items, enabling efficient and adaptive candidate selection. The 
evaluation methodology included both offline algorithmic performance measurement and user-

centered assessments. The findings demonstrate the efficacy of selected hybrid strategies for 
personalized recommendations across similar application domains. 
 
Keywords: Recommender Systems, Hybrid Filtering, Content-based Filtering, Collaborative Filtering, 

Natural Language Processing. 
 
Recommended Citation: Dobrynin, D., Shi, Y., Cummings, J., Dogan, G., (2026). Designing A 
Recommender System with Hybrid Models. Journal of Information Systems Applied Research and 
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A Design of Recommender Systems with Hybrid Models. 
 

Dmytro Dobrynin, Yao Shi, Jeff Cummings and Gulustan Dogan 

 

 
 

1. INTRODUCTION 
 
With the widespread adoption of the Internet in 
homes and on mobile devices, the issue of 

information and media content oversaturation 
has become increasingly prominent. The sheer 
volume of available choices now far exceeds 
users' needs, making it challenging to filter and 
prioritize content for efficient and timely 
delivery. Recommender systems address those 

challenges by leveraging user-specific data to 
identify and deliver the most relevant content—
particularly in streaming services and online 
retail platforms—ensuring users receive what 
they truly need. 
 
Many commercial enterprises, such as Amazon, 

TripAdvisor, and IMDb, have successfully 
integrated recommender systems into their 
platforms. Unlike Netflix, which primarily focuses 
on suggesting films and TV series, these 
companies offer a broader range of products and 
services, supported by more diverse catalogues. 
This highlights the adaptability and versatility of 

recommender systems, which are not limited to 
a single domain. They can effectively guide 

users toward discovering books, exploring travel 
destinations, or even adopting innovative new 
technologies, all tailored to individual 
preferences. 

 
However, designing and evaluating 
recommender systems remain persistent 
challenges. Several researchers (Cremonesi et 
al., 2010; Konstan & Riedl, 2012) argue that 
users are less concerned with precise rating 
predictions and more interested in whether the 

system can effectively recommend items that 
align with their needs and preferences. 
Moreover, some deep learning models, such as 
NeuMF and DeepFM, while powerful, are often 
overly complex and require large datasets to 

perform optimally. These models may not 
outperform lightweight alternatives in resource-

constrained environments, where low integration 
and deployment time are critical. In addition, 
large language models (LLMs), as emerging AI 
techniques, demonstrate advanced capabilities 
in understanding linguistic complexities. Yet, 
they cannot fully replace the existing 

recommender systems, as users' preferences 
are derived not only from textual data but also 

from behavioral patterns (Li et al., 2023; Zhao 
et al., 2024). 
 
This disconnect highlights the need for design 

and evaluation metrics that better reflect real-
world user satisfaction and engagement within 
resource-constrained environments. 
 
Building on the foundational concepts, 
definitions, and applications of recommender 

systems, this research aims to explore and 
evaluate methodologies for designing, 
developing, and assessing recommender 
systems using hybrid filtering techniques. The 
study places particular emphasis on 
implementing and comparing the accuracy and 
effectiveness of several custom models, guided 

by the principle of combining well-discovered 
and analysed approaches to achieve peak 
performance (Burke, 2002). Hybrid models, 
which synthesize multiple recommendation 
strategies, usually show an ability to mitigate 
individual model limitations and make the 
resulting system more robust and, in the case of 

recommenders, provide more accurate, relevant, 
effective, and manipulation-resistant systems to 

satisfy user needs (Konstan & Riedl, 2012). This 
research addresses common challenges in 
recommender systems, including the cold-start 
problem, new-user limitations, and the need for 

frequent model retraining, to enhance overall 
system reliability and user satisfaction. 
 
This research evaluates the performance of the 
mentioned models and concludes which model 
turned out to be the most accurate and able to 
satisfy more users than others. Additionally, it 

identifies potential improvements, as well as the 
enhancements that the proposed approach could 
offer to existing and offered hybrid models in the 
future. 
 

The study is organised into the following 
sections. First, the literature review section 

introduces the popular methods of building 
recommender systems, their disadvantages and 
advantages, and how hybrid approaches can be 
applied to address emerging problems. The 
following sections, prototype design, 
implementation, and evaluation, demonstrate 

the conception of each prototype, the 
implementation process for the prototypes, and 
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the procedure for testing and assessing the 

prototypes. Finally, the evaluation findings, 
potential improvements and overall outcome are 
presented in the discussion, future work, and 

conclusion sections.  
 

2. LITERATURE REVIEW 
 
There are three main traditional approaches to 
building recommender systems: collaborative 
filtering, content-based filtering, and hybrid 

filtering. Each approach is distinguished by its 
underlying logic, data used and methodology for 
generating recommendations. 
 
Collaborative Filtering 
Collaborative filtering (CF) is a widely used 

recommendation technique that suggests items 
to users by leveraging the preferences and 
behaviours of other users with similar tastes 
(Isinkaye et al., 2015; Papadakis et al., 2022). 
 
CF is typically implemented using two primary 
approaches: user-based and item-based 

methods. User-based CF identifies similar users 
based on their historical preferences and 
recommends items that those users have liked 
(Isinkaye et al., 2015). In contrast, item-based 
CF calculates similarities between items based 
on user ratings and recommends items that are 
similar to those the target user has rated highly. 

Both approaches rely on similarity measures, 
such as cosine similarity or Pearson correlation, 

to determine the level of alignment between 
users or items. 
 
CF systems offer several advantages. One of the 

key strengths is the ability to generate 
serendipitous recommendations. This enhances 
user engagement and is particularly effective in 
domains where item content is difficult to 
analyze. Additionally, CF systems improve over 
time as user interactions accumulate, enriching 
the dataset and enhancing recommendation 

accuracy. However, CF also faces significant 
challenges. A prominent issue is a cold-start 
problem, which occurs when there is insufficient 
data about new users or new items, resulting in 

many missing values in the User-Item matrix. 
Data sparsity is a closely related problem, where 
users rate only a small number of items. 

 
Content-Based Filtering 
Content-based filtering (CBF) is a 
recommendation technique that provides 
personalised item suggestions by analysing the 
intrinsic attributes of items and aligning them 

with a user’s historical preferences (Javed et al., 
2021; Thannimalai & Zhang, 2021). 

CBF operates by comparing new items to the 

items that a user has previously rated positively. 
This process typically involves the application of 
various algorithmic models to assess the 

similarity between items. Vector Space Models 
(VSM), such as Term Frequency-Inverse 
Document Frequency (TF-IDF) and Latent 
Dirichlet Allocation (LDA), are commonly used to 
represent textual content and project the two 
documents onto one of the models to calculate 
their similarities (Falk, 2019). These methods 

enable the system to predict which items are 
likely to appeal to a user based on their prior 
interactions. 
 
CBF offers key advantages, including user 
independence and transparency. Unlike CF, CBF 

relies exclusively on the user’s preferences, 
enabling personalized recommendations based 
on individual interaction history. It also 
addresses the cold-start problem for new items, 
a common limitation in CF. However, CBF has 
notable limitations. One major limitation is 
overspecialization, where the system tends to 

recommend items or similar ones that the user 
has interacted with, thereby reducing diversity 
and novelty. Moreover, CBF, similar to CF, 
struggles with data sparsity, limiting its 
effectiveness for users with minimal interaction 
history. 
 

Hybrid Filtering Model  
Given the respective strengths and limitations of 

the above recommender systems construction 
techniques, it is both practical and beneficial to 
develop a system that would combine them to 
achieve better performance with fewer 

drawbacks of any individual one (Burke, 2002; 
Thorat et al., 2015). These systems are known 
as hybrid systems. To address the limitations of 
individual strategies and leverage their 
strengths, hybrid systems combine content-
based filtering and collaborative filtering. 
 

Burke (2002) classifies hybrid recommender 
systems into seven main types: weighted, 
switching, mixed, feature combination, feature 
augmentation, cascade, and meta-level. Each 

type represents a distinct strategy for 
integrating multiple recommendation 
techniques. Among these, the cascade model is 

particularly notable for its efficiency and 
precision. In cascade hybridization, one 
recommendation method is used to generate an 
initial, coarse list of candidate items, which is 
then refined by a second method. This 
sequential approach avoids applying complex or 

computationally intensive techniques to items 
that are either clearly irrelevant or already well-
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differentiated. As a result, cascade hybrids 

enhance both performance and accuracy by 
focusing on refinement efforts only where they 
are most needed. 

 
While hybridization helps alleviate cold-start 
limitations—particularly through the two-tower 
component’s ability to use auxiliary features—
the collaborative filtering component still 
requires retraining to fully incorporate new users 
or items. 

 
Two-Tower Model  
The two-tower model separates user and item 
features into two independent networks. This 
structure allows each network to specialize, 
enabling the model to learn more granular, 

feature-specific representations for users and 
items (Wang et al., 2025; Wortz & Totten, 
2023). The two-tower architecture represents a 
significant advancement in recommender 
systems, addressing the limitations of traditional 
approaches that often rely solely on CF or CBF 
(Yang et al., 2020). Unlike single-model systems 

that focus on either user preferences or item 
similarity, this architecture employs two neural 
network "towers"—one for user features and 
another for item features (Varsha, 2024). This 
design offers several advantages. Its decoupled 
embedding structure enhances scalability, 
allowing independent and efficient training of 

user and item towers. It also supports diverse 
data integration, leveraging both structured and 

unstructured information to improve 
generalization. Additionally, the architecture 
enables online learning by precomputing 
embeddings, allowing rapid updates for new 

users or items without retraining the entire 
model. This dynamic adaptability makes the 
two-tower framework both efficient and 
responsive (Lee & Cho, 2023). 
 

3. PROTOTYPE DESIGN 
 

This study attempts to integrate all the above 
techniques into a multistage hybrid 
recommender system based on publicly available 
movie datasets. It leverages the strengths of 

both CF and CBF, while also incorporating the 
novel opportunities presented by the two-tower 
neural network for retrieval and ranking tasks. 

Our hybridisation strategies are demonstrated 
through the three prototypes as exhibited in 
Figure 1: 
 
Prototype 1: “Simple Retrieval, Ranking, 
SVD and LDA” 

 
The initial approach involves constructing a 

Retrieval-Ranking system based on a two-tower 

architecture, utilizing a limited set of features 
such as user and movie identifiers, along with 
user-movie ratings. This system is further 

enhanced through the integration of Singular 
Value Decomposition (SVD) (Klema & Laub, 
1980), serving as the CF submodel, and Latent 
Dirichlet Allocation (LDA) (Blei et al., 2003; 
Chang et al., 2023; Jelodar et al., 2019), serving 
as the CBF submodel. 
 

During the retrieval phase, an initial set of 
candidates will be selected from the entire pool 
of available items, and any items that the user is 
not interested in will be weeded out. This step 
can help to reduce the number of candidates — 
from potentially millions or tens of thousands of 

items to a more manageable subset. The 
following Ranking submodel not only reduces the 
number of candidate items further but also 
provides an estimated rating for each item, 
enabling them to be sorted accordingly. SVD 
allows to expand outputs of the Ranking 
submodel with items similar to those already 

highly rated and recommended to watch. By 
computing the vectors' element-wise sum (dot 
product) of the user embedding and the item 
embedding, the model generates a score for 
each potential item for a specific user, allowing it 
to generate the top k items with the highest 
score for the chosen user. Embedding sizes and 

learning rates for each model are selected 
accordingly to reduce training time, omit 

overfitting, and make the model accuracy on the 
test dataset better. Search space for embedding 
size was between 16 and 128 with step of 8. 
Search space for learning rate was between 1e-4 

to 1e-1 with “log” sampling. For tuning, Random 
Search from keras_tuner was used. 
 
After, LDA will function as a content-based 
model that analyses item descriptions or further 
features in future. Before implementing the LDA 
submodel, it is necessary to select a proper 

number of topics K. The Value of K is selected by 
trying a range of topics from 2 to 100 and 
measuring coherence. After K was selected and 
the movie’s textual descriptions were divided 

into topics, it will be possible to visualise those 
topics and the frequency of words in them. 
 

Prototype 2: “SVD and LDA” 
The second hybrid approach involves a simpler 
sequential flow where SVD is only followed by 
LDA. Initially, SVD will be applied to extract 
latent user preferences swiftly and find items 
similar to the ones with the highest ranking. 

Subsequently, LDA will refine these suggestions 
by analysing the semantic content of the movie  
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Figure 1: Hybrid Prototypes 
 
descriptions. For example, if a user has shown 

an affinity for certain genres or themes through 
their interaction history, LDA can identify and 
recommend items that include similar topics 
 
This two-tiered method will allow us to address 
the shortcomings of each submodel. While SVD 
may overlook nuanced content features, LDA 

may compensate for them by adding a layer of 
contextual understanding, resulting in a more 

robust recommendation engine. 
 
Prototype 3: “Rich Retrieval and Ranking” 
The last approach enhances the first strategy by 

incorporating additional features into the first 
prototype model. These features include the 
timestamp and the movie’s title. The 
architecture of the Retrieval submodel with more 
features. In this step, the process remains 
iterative after generating potential movie 
candidates through the Retrieval submodel with 

more features. Followed by ranking them using 
the Ranking submodel, the recommendations 
will be refined. This will not only allow for more 
personalised recommendations but also cater to 
the diverse range of user profiles that are 

prevalent in business settings. 
 

After each stage in the studying techniques, it is 
essential to ensure that the films in the resultant 
recommendation list have not been previously 
viewed or reviewed by the selected user for 
whom the to-watch list is generated. This 
approach allows for evaluating how effectively 

the final prototypes suggest similar items 
without re-recommending content. When 

training two-tower submodels, it is crucial to 

prevent them from merely memorizing data 
from the training set; otherwise, the models 
may only output movies that have already been 
viewed or rated, leading to repetitive 
recommendations of items from the user’s 
existing watch list. 
 

4. PROTOTYPE IMPLEMENTATION  
 

The project implementation began with 
collecting and processing data that was used for 
recommender models and their training. Most of 
the work was based on data found on the 

MovieLens website, which contains around 100 
thousand ratings for 9 thousand movies (Harper 
& Konstan, 2015). Additional data from the 
same site was used to supplement the dataset 
for the LDA submodel. Only a table with 
information about 60 thousand movies from 
MovieLens 25M dataset was used. 

 
Textual descriptions or plot summaries were 
extracted from every movie available on the 
IMDb website using a developed web scraper. To 
make the textual descriptions ready to be used 

for the described LDA submodel it was needed to 
clean texts from special symbols and 

punctuation and proceed to removing stop 
words, stemming and tokenizing the processed 
corpus of texts. 
 
To find the proper K value, a series of 
experiments was executed to find the 

relationship between topic coherence and target 
value. The results of those experiments are 
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depicted in Figure 2. Based on the retrieved 

dependency between coherence and the number 
of topics, it was decided to select a value K 
equal to 20. The reason K = 20 was chosen is 

that we ran experiments varying the number of 
LDA topics from 2 to 100, measured the topic 
coherence for each, and selected the value that 
produced the best trade-off between 
interpretability and coherence. According to the 
text, the coherence curve in Figure 2 shows that 
K = 20 achieved the highest (or near-highest) 

coherence score, making it the optimal choice 
for representing the movie description corpus in 
a way that preserves semantic clarity while 
avoiding over-fragmentation of topics, while also 
not reducing the number of topics too low. The 
number 20 was also reasonable to accept 

because it lies on the plateau of value between 
15 and 22. 
 
As was described in the methodology section, it 

was needed to develop and train three two-

tower models for Simple Retrieval, Rich Retrieval 
and Ranking submodels. Each submodel requires 
independent training, but manually selecting 

optimal parameters is inefficient. To improve 
this process, TensorFlow and Keras tuning tools 
were used to identify the best hyperparameters 
for minimizing train and validation loss and 
maximizing categorical accuracy. A set of 3 
parameters was selected for tuning: learning 
rate, embedding size and batch size. The batch 

size was only selected to find optimal values for 
simply faster training on limited computing 
powers. Selecting optimal hyperparameter 
values was essential to make sure submodels, 
especially two-tower ones, actually learn 
something. However, it was also critical not to 

allow them to overfit. 
 
 

 
Figure 2: Topic Coherence vs. Number of Topics 

 

Two-Tower Submodel Name Optimal hyperparameters values 

Simple Retrieval Learning rate: 0.01 
Embedding size: 64 
Number of epochs before overlearning: 37 

Rich Retrieval Learning rate: 0.1 – 0.2 
Embedding size:32 
Number of epochs before overlearning: 4 

Ranking Learning rate: 0.1 
Embedding size: 32 
Number of epochs before overlearning: 20 

Table 1: Optimal hyperparameter values for Two-Tower Models 

 

Two-Tower Submodel Name Results 

Simple Retrieval Training: top_100_categorical_accuracy: 0.2478 
Validation: top_100_categorical_accuracy: 0.1163 

Rich Retrieval Training: top_100_categorical_accuracy: 0.1095 
Validation: top_100_categorical_accuracy: 0.05 

Ranking Training: root_mean_squared_error: 0.8870 

Validation: root_mean_squared_error: 0.8854 

Table 2: Training and validation results of Two-Tower Models
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Resulting values for selected parameters are 

shown in Table 1, and submodel training and 
evaluation results are shown in Table 2. The 
top_100_categorical_accuracy metric is a special 

case of the FactorizedTopK metric, which 
measures how often the true candidate is in the 
top K candidates for a given query. As was 
mentioned in the Prototypes Design section, this 
research is focused on implementing, evaluating, 
and comparing 3 hybrid prototypes. The first 
one to implement was the “SVD and LDA”. The 

overall process for generating recommendations 
using this prototype consists of a few 
consecutive steps. First, find the top N-rated 
movies by the target user, sorted by the highest 
average rating across all users. Second, find 
movies similar to them by applying an item-

based approach and selecting the ones with the 
highest similarity score. Third, apply the LDA 
algorithm to the selected set of movies to 
expand the recommendation list with films with 
similar summaries or descriptions. The final step 
was similar to all further implemented hybrid 
recommenders – filter only those movies that 

the user had not previously watched or rated 
and sort them by average ratings. The output 
result looks like a list of recommended movie 
IDs` with matching movie titles.  
 
The second prototype implemented – “Simple 
Retrieval, Ranking, SVD and LDA” was a 

synthesis of the Simple Retrieval submodel, the 
Ranking submodel, and the previously described 

SVD and LDA submodels. A Simple Retrieval 
submodel is initially executed, receiving a 
specific user ID and returning a list of movie IDs 
that the target user will probably find 

interesting. The resultant list is then passed into 
the Ranking submodel, which subsequently 
produces a list of the maximum top 10 movie 
IDs, sorted by the ratings determined for a 
specific user. The next execution process is 
identical to the steps described for the “SVD and 
LDA” model, with the only difference being input 

movie IDs for the SVD submodel are those 
generated by the Retrieval and Ranking 
submodels. 
 

The last developed hybrid prototype was the 
“Rich Retrieval and Ranking” model. The steps 
are similar to those described for the Simple 

Retrieval submodel, except that Rich Retrieval 
requires two input parameters: a target user ID 
and a timestamp value. The timestamp value is 
a numerical value obtained by converting the 
desired date to the appropriate format. In this 
study, timestamp values were chosen from 

dates near the end of September 2018. 
 

The output forms for each hybrid prototype are 

similar, with only the number of recommended 
movies in the final resulting list varying. 
 

Patterns of Prototypes 
After successfully implementing all three hybrid 
models, it may be necessary to elaborate on the 
specific features and negative aspects of each of 
them. First, the “SVD and LDA” hybrid model will 
generate the same results for the same user 
every time recommendations are asked for. This 

problem is easily solved by passing to the SVD 
submodel, not just the top-N user-rated items, 
which are the same every time, but a random 
sample of a certain size from a larger set of 
highly rated movies. That will make 
recommendations more diverse and different 

every time users access the system. However, 
to evaluate the models` results, it was decided 
that the recommendations list should not be 
changed between prototype runs. The main 
advantage of using LDA in reviewed hybrid 
models is that, unlike the SVD, it does not need 
to be retrained every time a new item is added 

to the movie directory. Because each new film 
comes with its own description or plot summary, 
similar films may be found by previously trained 
LDA and thus appear in any user 
recommendation list. Because of the mentioned 
‘new-user’ and ‘new-item’ problems, the SVD 
cannot generate a list for a user that was never 

seen during model training; therefore model 
needs to be retrained periodically every time 

new data arrives. The greatest advantage was 
gained from adopting a two-tower architecture 
for the Ranking and Retrieval submodels. Those 
may generate at least some recommendations 

for any user who has never been seen by the 
system. Furthermore, those submodels do not 
require as frequent retraining as the SVD 
submodel, because, as mentioned in the 
literature review chapter, the saved embeddings 
are fast to compute, making updates less 
complex and a quicker task. 

 
In practice, the two-tower retrieval and ranking 
submodels can output recommendations for new 
users by leveraging side information (e.g., 

demographic or contextual features), even in the 
absence of explicit rating history. However, 
these recommendations are generally less 

accurate than those for experienced users, and 
the SVD component must be retrained 
periodically to fully integrate new profiles. Thus, 
while the hybrid setup reduces the severity of 
cold-start effects, it does not completely 
eliminate them. 
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5. PROTOTYPE EVALUATION 

 
Offline testing presents several challenges that 
limit our ability to perform real-time evaluation. 

Relying solely on offline metrics such as Mean 
Absolute Error (MAE) and Root Mean Square 
Error (RMSE)—which are ultimately derived from 
model outputs—may not sufficiently capture 
predictive accuracy. Moreover, without the 
capacity to conduct controlled experiments with 
a large user base, it becomes difficult to assess 

user satisfaction or determine whether the 
recommended items are genuinely appreciated. 
As a result, accurately estimating precision and 
recall metrics remains a significant challenge. 
 
Therefore, it was suggested to create or 

separate several imaginary user profiles with 
specific watch and rating histories. These 
profiles may include 'experienced' users as well 
as users with almost any prior system usage 
history. The approach involved simulating these 
users and having a group of respondents 
express their opinion on how each of the three 

presented prototypes coped with generating 
recommendations for a separate group of 
fictitious users. The target group was offered a 
questionnaire in which they expressed their 
overall satisfaction with certain models 
numerically and indicated the number of movies 
or titles from the offered recommendation list, 

which they believed the users would enjoy the 
most. 

 
From the MovieLens dataset description, we 
know that any user had left at least 20 ratings 
from a selected set of movies. To increase the 

diversity of the user profiles chosen for testing 
and evaluation, it was decided to select five 
users from among 610: User 1, User 2, and User 
3 are considered the most experienced users, 
with between 450 and 550 reviews, while Users 
4 and 5 are considered the least experienced 
users, with only 20 ratings recorded. 

 
A preliminary survey was carried out to assess 
the recommender systems. Through Google 
Forms, eleven respondents were asked to rate 

the models' overall performance (on a scale 
from 1 to 10, with 1 indicating disastrous 
performance with completely irrelevant 

recommendations, and 10 – top-tier 
performance, all recommendations are up to 
user taste and anticipations and provide the 
number (3,7,10, etc.) of well-predicted films 
among all the recommendations made by 
specific methods. Profiles that contained the 

viewing and rating history of each of the five 
test users were provided. Survey participants 

were required to simulate the target users based 

on a specified profile and decide whether they 
liked recommended movies from the provided 
generated lists or not. 

 
Most of the respondents were graduate 
students, ranging in age from 23 to 27. Their 
knowledge of movies and the film domain varied 
greatly; some had little experience with 
watching and analysing movies, while others 
were highly knowledgeable in this area. As a 

result, those groups had the most difficulty 
assessing the recommender model results 
because they either knew too little about it or 
were overanalysing and complicating their 
conclusions, causing a possible bias. 
 

After the review gathering process was 
completed, each model's precision and average 
rating could be computed. To determine the 
precision score, the average ratio of how 
frequently movies from generated lists were 
liked by a user was calculated. The survey 
shows the preliminary results presented in Table 

3. 
 

Prototype Precision Score 

Simple Retrieval-Ranking, 

SVD and LDA 

57% 6.72 

SVD and LDA 53% 6.36 

Rich Retrieval-Ranking  39% 4.36 

Table 3: Preliminary Survey Results of 

Prototypes Performance 
 

6. DISCUSSION 
 
This study designed, analysed, and compared 
three hybrid movie recommender systems 

integrating classical content-based and 
collaborative filtering techniques alongside a 
recent two-tower neural network model. All the 
prototypes demonstrate the potential to 
generate movie recommendations for selected 
users. 
 

According to the previous chapter's 
questionnaire results, the "Simple Retrieval-
Ranking, SVD and LDA" model emerged as the 

most effective in providing suitable, accurate, 
and curated recommendations. Both average 
score and precision turned out to be the best. 
The hybrid approach and continuous refinement 

of intermediate results proved their adoption 
and yielded excellent results. 
 
To conclude the results and determine whether 
there is a statistical difference between the two 
models, a two-sample t-test was completed. To 

ensure that we can apply the t-test to the data 
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we had, it was first confirmed that the two 

samples of precision data have a normal 
distribution using the Shapiro-Wilk test, and the 
variances are not too different. The received p-

value of 0.31 is bigger than the significance level 
of 0.05, meaning that we should accept the 
hypothesis that the mean precisions of the first 
two models are equal. 
 
Interestingly, prototypes’ precision was the 
same for experienced users, but for users who 

had watched the fewest movies, the difference 
between top prototypes was much greater, more 
than 10%. However, the results of the Rich 
Retrieval Ranking prototype were deemed 
unsatisfactory. There are several possible 
explanations. During the review-gathering 

process, a few complications arose. In addition 
to the previously mentioned different movie 
backgrounds of respondents, some people 
expressed their views on the fact that the movie 
lists generated by the “Rich Retrieval-Ranking” 
prototype included very obscure titles that they 
had no idea how to evaluate. These issues could 

have significantly impacted the results. A larger-
scale evaluation or a change in the evaluation 
process may be needed to confirm the results or 
identify any misconceptions about them. 
 
While the evaluation of recommendation 
accuracy and user satisfaction was based solely 

on survey responses from participants who 
assessed model outputs for only five test user 

profiles, it is essential to acknowledge the 
inherent limitations of this assessment 
approach. As a result, the obtained findings may 
not be entirely conclusive, and further testing 

and analysis may yield unexpected results, 
necessitating a more comprehensive evaluation 
of the developed models. 
 
The second prototype, “Simple Retrieval-
Ranking, SVD and LDA”, yielded the most 
impactful results. Each submodel was sufficiently 

trained, allowing their combination to generate 
valuable movie recommendations. Moreover, the 
system shows promise for further enhancement 
with the incorporation of additional training data. 

 
Individual testing suggested that the “Rich 
Retrieval-Ranking” prototype tends to overtrain, 

potentially due to the inclusion of the timestamp 
feature as one of its embeddings. Further 
investigation is necessary to confirm whether 
this factor is the root cause. 
 

7. FUTURE WORK 
 

The effectiveness of generating comprehensive 

and high-quality recommendations with the 

proposed prototypes is significantly constrained 
by the size of the initially selected dataset. 
Achieving higher accuracy and improved user 

feedback for each model would likely require a 
dataset several orders of magnitude larger, 
thereby increasing the volume of data, the 
number of users, and the diversity of movies. 
 
A key avenue for improvement involves refining 
the two-tower model architecture. Future 

iterations may incorporate additional features 
beyond the existing timestamp and movie titles, 
such as user age, movie genre, and other 
relevant attributes. Moreover, the removal of the 
timestamp feature is also under consideration, 
though further experimentation and evaluation 

will be necessary to assess its impact. 
Additionally, new approaches to model 
evaluation could be explored. One potential 
direction is leveraging AI-driven chatbot agents 
to assess the quality of the generated 
recommendation lists. By equipping a GPT-based 
agent with historical user rating data and 

provided recommendations, it may be possible 
to simulate user preferences and evaluate how 
well the recommended movies align with a 
target user's interests. 
 
By changing the model architecture, training and 
test dataset sizes and evaluation approach, it 

might be possible to improve recommendation 
accuracy and enhance models' speed, versatility 

and flexibility. 
 

8. CONCLUSION 
 

This research contributes to the recommender 
systems domain by developing and evaluating 

three distinct recommendation models, two of 
which performed well based on precision and 
average rating metrics. The work highlights the 
effectiveness of selected hybrid modelling 
strategies for personalised recommendations 
and provides a comparative analysis that may 
inform future model selection in similar contexts. 

Additionally, the project introduces practical 
insights on balancing accuracy and diversity in 
recommendation outputs. Overall, it offers a 

framework and empirical findings that can 
support continued improvement in recommender 
system design. 

 
In conclusion, the results obtained and the 
overall performance of “Simple Retrieval-
Ranking, SVD and LDA” with “SVD and LDA” 
hybrid models proved their potential. However, 
there remains significant scope for further 
refinement and improvement. 
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Abstract 
 

The rapid adoption of generative artificial intelligence (GenAI) technologies, healthcare organizations 
aiming to leverage these advancements often need help scaling their personnel and infrastructure. 
Amazon Web Services (AWS) and Microsoft Azure are leading cloud service providers. This study aims 

to analyze and compare the GenAI offerings from AWS and Azure. AWS offers robust GenAI tools like 
SageMaker, while Azure counters with Azure Machine-Learning. We comprehensively review their 
capabilities and potential to enhance organizational maturity in operational efficiency and innovation 
within the health insurance sector. Utilizing the maturity model within the NIST Cybersecurity 

Framework (CSF) 2.0, we will evaluate how generative AI solutions from these cloud platforms can 
contribute to improving healthcare organizational maturity. Our methodology encompasses a 
framework proposal for analyzing GenAI technologies, a review, and a comparative analysis between 
AWS and Microsoft. This ensures a robust integration with NIST CSF 2.0, specifically addressing 
healthcare organizations. We perform an in-depth examination of case studies, industry reports, and 
existing literature to provide a nuanced understanding of each platform’s strengths and weaknesses. 
We will also consider cost, ease of use, scalability, and integration with existing healthcare systems. 

The research question for this paper is: how do AWS and Azure capabilities differ in GenAI capabilities 
and features, and how can these differences impact organizational maturity in the healthcare industry, 
as defined by the NIST 2.0 framework. Our analysis has shown that both AWS and Azure offer 
foundational solutions capable of supporting the deployment of GenAI in health insurance 

organizations, each with distinct strengths. 
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1. INTRODUCTION 

 
In healthcare, data-driven decision-making is 
essential for enhancing patient care and 
improving clinical outcomes. The healthcare 

stakeholder approach to GenAI adoption 
involves distinct objectives and contexts. 
Providers emphasize diagnosis and patient 
communication, while payers (Health Care 

Organizations) claim efficiency, fraud detection, 
and cost reduction (Accenture, 2023; Johnson et 
al, 2021). Regulators prioritize standardized 

compliance like the Health Insurance Portability 
and Accountability Act (HIPAA), where violations 
can result in several financial and reputational 
risks (Nancy & Kumar, 2023). These differences 
show the need for a GenAI implementation 
framework employing NIST CSF 2.0 for 

assessing their readiness across Govern, Protect, 
Detect, Response, and Recovery functions.  
 
To stay competitive, organizations must 
embrace digital transformation, including cloud 
migration and advanced analytics (García-

Peñalvo & Vázquez-Ingelmo, 2023). The 

potential of generative AI (GenAI) to 
revolutionize healthcare is vast, with applications 
ranging from creating medication instructions 
and marketing content to developing AI-driven 
healthcare delivery methods like chatbots for 
mental health counseling (Chui et al., 2023a; 
Kanbach et al., 2024). Given the complexities of 

implementing GenAI in a regulated environment, 
adopting a maturity model offers organizations a 
systematic framework to guide GenAI 
deployment, ensuring that innovation aligns with 
operational efficiency, security, and compliance 
requirements.  

Healthcare  organizations can make a 
foundational effort to enhance their technical 

capabilities and advance cybersecurity maturity 
by leveraging cloud platforms such as AWS and 
Azure. Both companies offer cloud technologies 
and related services to fulfill cybersecurity 
regulatory services for data care and operational 

continuity. This paper explores a framework 
application study on  AWS, and Azure 
technologies  supporting the implementation of 
GenAI in healthcare, with a focus on how these 
platforms align with the NIST CSF 2.0 maturity 

model to drive organizational growth and 
resilience. 
 
Healthcare Industry  GenAI   Challenges 
GenAI refers to machine learning methods that 

generate new content such as text, images, or 
speech in response to human inputs (Cao et al., 
2018). In healthcare, GenAI can support 
diagnosis, enhance patient interactions, and 

automate documentation. However, adoption 
faces challenges including cost of 
implementation, PHI protection, explainability, 

and ethical concerns (Reznikov, 2024; Chui et 
al., 2023b). Workforce readiness and data 
governance further complicate deployment 
(Hennrich et al., 2024). Despite these obstacles, 
benefits include earlier disease detection (Zhang 
& Boulos, 2023), reduced claims costs 

(Accenture, 2023), and efficiency gains in 
administrative workflows (Berlin et al., 1997). 
Cloud services such as AWS and Azure offer 
scalable infrastructure to address these needs, 
but evaluating them requires a framework that 
integrates cybersecurity and compliance 

maturity — provided here by the NIST CSF 2.0. 

Frameworks like the NIST CSF 2.0 and the NIST 
AI Risk Management Framework provide 
structured approaches to aligning AI adoption 
with security and compliance needs (Renkema, 
2023; Manek et al., 2024).  
 
The use of GenAI in this context is governed by 

more than just potential efficiency gains. The 
industry is subject to a stringent regulatory 
environment designed to protect sensitive 
Protected Health Information (PHI). While 
compliance with HIPAA is a baseline 
requirement, the concerns extend further. A 

superficial approach focused solely on avoiding 
substantial fines" overlooks the broader and 

more critical issues of reputational, 
cybersecurity risks, data leakage, the erosion of 
member trust, and ethical issues (Chen & 
Esmaeilzadeh, 2024). The deployment of AI 
models that are biased, non-transparent, or 

insecure can have profound negative 
consequences, leading to inequitable outcomes 
and legal challenges. 
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Project Overview 

This project aims to analyze and compare the 
GenAI offerings of Amazon Web Services (AWS) 
and Microsoft Azure, focusing on their potential 

to enhance operational efficiency, innovation 
capacity, and cybersecurity maturity in health 
insurance organizations. By examining cost, 
ease of use, scalability, security features, and 
integration capabilities, this study provides 
healthcare decision-makers (Chief Executive 
Officer, Chief Operating Officer, Chief Medical 

Officer, Chief Nursing Officer, Department 
Heads, Chief Information Officer and Chief 
Information Security Officer) with insights into 
advancing their  organizations' technical 
maturity while maintaining robust security and 
governance. 

 
Program Mission 
This project seeks to deliver insights for 
healthcare decision-makers (Chief Operating 
Officer, Chief Medical Officer, Chief Nursing 
Officer, Department Heads, Chief Information 
Officer and Chief Information Security Officer) 

seeking to advance their  organizations' 
technical and cybersecurity maturity by 
implementing GenAI technologies. This project 
will assess how AWS and Azure support each 
stage of the maturity model, from governance 
and risk management to protection, detection, 
response, and recovery. By comparing these 

platforms within the maturity model framework, 
the study seeks to identify the optimal path for 

healthcare organizations to harness the power of 
GenAI while achieving higher levels of 
organizational maturity and operational 
excellence. 

 
External and Internal Influencers 
Multiple external and internal factors influence 
the successful implementation and adoption of 
generative AI technologies within healthcare 
organizations. Understanding these factors is 
critical for healthcare decision-makers (Chief 

Executive Officer, Chief Operating Officer, Chief 
Medical Officer, Chief Nursing Officer, 
Department Head, Chief Information Officer and 
Chief Information Security Officer) aiming to 

enhance their organizational maturity through 
advanced AI and cloud solutions. 
 

External Influences 
There are multiple external factors for data care 
that a health insurance company must consider 
when deciding to deploy and use generative AI, 
like clinical practice, medical imaging and data 
augmentation, drug discovery and biomedical 

research addressed to HIPAA supervision, 
European Research Council (ERC) and National 

Science Foundation (NSF) (Rabbani et al, 2025) 

. First, compliance with the Health Insurance 
Portability and Accountability Act (HIPAA) is 
crucial, as violations can result in substantial 

fines (Nancy & Kumar, 2023). HIPAA sets 
standards for data security and protection a 
health insurance company must adhere to. Aside 
from HIPAA, implementing GenAI can come with 
the potential benefits of being the first company 
to create an innovative product or service. This 
may include reduced expenses and increased 

revenues (Anand, 2024). 
 
The health insurance company must also 
determine what type of potential grants or 
outside opportunities for GenAI financial support 
are available. If the company can secure grants 

and partnerships that reduce the  company's 
initial investment, then the company is more 
likely to consider GenAI. However, if the 
company must take on all the costs without any 
outside funding, the potential for innovation into 
GenAI is reduced (Hennrich et al., 2024) 
 

Internal Influencers 
Internal culture is one of the strongest 
determinants of whether GenAI will be utilized 
within a health insurance company. Suppose the 
company culture is generally opposed to 
changes and innovation. In that case, it will be 
much harder for the company to get buy-in from 

employees, and the success of GenAI within the 
company is considerably reduced (Hennrich et 

al., 2024). 
 
The skillset of the internal workforce should be 
considered, too. If the  company's employees 

lack skills in GenAI or cloud computing, the 
company will find deploying these innovative 
solutions costly and at high-risk. Potential 
solutions include hiring employees with these 
skills, training current employees, or having 
technology that is underutilized. Therefore, the 
cost to hire or train a workforce in GenAI and 

cloud computing increases significantly and may 
be more than the company is willing to spend 
(Hennrich et al., 2024). 
 

2. BACKGROUND 
 
Generative AI 

Generative AI, or GenAI, refers to machine 
learning methods that extract intent from 
human requests and generate relevant content 
in response (Cao et al., 2018). Applications 
include computer vision, text generation, music 
composition, and speech synthesis, supported 

by deep neural networks trained on massive 
datasets using advanced processing power 
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(Dasgupta et al., 2023; García-Peñalvo & 

Vázquez-Ingelmo, 2023). Modern GenAI 
architectures include Generative Adversarial 
Networks (GANs) for computer vision and 

Generative Pre-Trained Transformers (GPTs) for 
natural language processing (Reznikov, 2024). 
 
Adopting cloud computing has made GenAI more 
accessible by providing scalable, cost-effective 
infrastructure. While challenges like high 
implementation costs and complex integration 

remain, cloud platforms and open-source models 
offer scalable resources and simplified 
customization (Lu et al., 2024). The emergence 
of Large Models as a Service, such as ChatGPT, 
has further democratized access to GenAI 
technology. 
 
Challenges for Healthcare Organizations 
While GenAI offers promising opportunities for 
health insurance, common issues across 
industries include the cost of implementation, 
complex integration, lack of skilled professionals, 
and concerns about data privacy and security 

(Reznikov, 2024). Organizations must carefully 
evaluate the costs of cloud migration, 
infrastructure redesign, and workforce 
development against the potential return on 
investment (Hennrich et al., 2024). 
 
Health insurance organizations face additional 

industry-specific challenges, such as data 
privacy, explainability, ethical concerns, and 

fault tolerance (Cao et al., 2018). Strict 
protected health information (PHI) regulations 
require well-configured cloud infrastructure and 
robust security governance measures (Chui et 

al., 2023b). Applications that directly interface 
with patients may have little to no fault 
tolerance, requiring rigorous testing and 
monitoring for safety, accuracy, and bias 
prevention (Cao et al., 2018). Finally, ensuring 
explainability and transparency in GenAI is 
crucial, particularly in high-risk settings, and 

may require human oversight for validation. 
 
Benefits for Healthcare Organizations 
Despite these challenges, GenAI has the 

potential to enhance patient care significantly. 
By enabling physicians to diagnose diseases 
earlier and with greater accuracy, GenAI allows 

physicians to focus on complex issues and 
enables more effective communication with 
patients (Zhang & Boulos, 2023). 
 
For GenAI to benefit patients and physicians, 
healthcare companies must justify the 

implementation costs. Early disease detection 
through GenAI reduces patient care costs and 

decreases lawsuits from incorrect or missed 

diagnoses (Zhang & Boulos, 2023). GenAI can 
also help reduce the utilization of high-cost 
services in non-emergency situations by 

identifying patient issues that can wait until 
regular office hours (Travers, 2003). 
 
Contrary to the belief that insurance companies 
might lose revenue due to GenAI, the reality is 
that there are not enough medical providers to 
meet the current demand. GenAI allows 

providers to bill insurance companies while 
reducing the cost of care, benefiting providers 
and insurers (Shryock, 2022). Moreover, GenAI 
can automate administrative tasks such as 
scheduling, updating lab results, and 
communicating with patients, lowering costs and 

RVU (Relative Value Unit) expenses for medical 
providers and insurance companies (Berlin et al., 
1997). 
 
Ultimately, by decreasing unnecessary 
emergency room visits, lawsuits, late diagnoses, 
and high administrative costs, GenAI can make 

healthcare more affordable, enhancing the 
quality of care for everyone, provided its use is 
maximized across the industry. 
 
Strategic Goals and Objectives 
Strategic goals for the health insurance industry 
include reducing costs, improving claims 

processing efficiency, and enhancing quality 
controls. Health insurers can leverage GenAI and 

cloud services like AWS or Azure to achieve 
these objectives. According to McKinsey, 
healthcare technologies could reduce healthcare 
spending by 8-12% in 14 countries, with 30% of 

these savings benefiting insurers through 
reduced claims and improved risk management 
(Nathella, 2024). Additionally, Accenture found 
that AI-driven technologies could cut claims 
processing costs by 20-25% through automation 
and enhanced fraud detection (Accenture, 
2023). 

 
While the cost and quality benefits are clear, 
GenAI and cloud services like Azure or AWS also 
allow health insurance companies to customize 

rates and tailor services to each  customer's 
current and predicted health status. The 
outcome is a population health approach, where 

the services provided are customized (Johnson 
et al., 2021). Through partnerships between 
insurance companies and their customers, the 
insurance company and the overall health of the 
community benefit. 
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3. LITERATURE REVIEW 

 
Comparative Analysis: AWS vs. Azure 
GenAI in AWS 

With the largest market share as a cloud service 
provider, AWS offers extensive, customizable 
services designed to support machine learning 
infrastructure in health insurance organizations. 
One of  AWS's critical offerings in this area is 
Amazon Bedrock, a service that integrates 
several leading Large Language Models (LLMs),  

(Foundation Model API Service – Amazon 
Bedrock, n.d.).  
 
Amazon Bedrock allows organizations to create 
tailored LLM instances with proprietary datasets 
within a secure, encrypted environment. To 

achieve this, Bedrock creates a copy of the 
selected LLMs. It allows the addition of 
specialized data sets to enrich the Foundation 
Model (FM) over an encrypted environment that 
does not refeed the original FM.  Retrieval-
Augmented Generation (RAG), which is well 
supported as well, allowing users to personalize 

models by adding curated documents to increase 
response relevance and accuracy in domain-
specific settings like healthcare (Build 
Generative AI Applications with Foundation 
Models - Amazon Bedrock - AWS, 2024). This 
makes it well-suited for microservices 
architectures, allowing health insurance 

companies to develop tailored AI-driven 
solutions. 

 
GenAI in Azure 
Azure's GenAI offerings include a comprehensive 
suite of products and services that can add value 

within the health insurance industry. These 
services include Azure Machine Learning, an 
end-to-end platform for building, training, and 
deploying machine learning models, and 
development tools like Azure AI Studio and 
Azure Databricks for collaborative data science 
and analytics (AI and Machine Learning - Azure 

Services, n.d.).  
Health insurance companies seeking to 
streamline data analysis, enhance customer 
service, and optimize operational efficiencies will 

have numerous specialized services. For 
example, a health insurance company 
developing a customer service chatbot can 

streamline development with Azure AI Bot 
Service or Azure Health Bot to deliver customer 
interactions (AI and Machine Learning - Azure 
Services, n.d.).  
Azure's predictive analytics capabilities offer 
significant benefits for health insurers. Through 

Azure's scalable cloud infrastructure, insurers 
can analyze datasets, identify patterns, predict 

trends, and make informed decisions without 

requiring extensive in-house resources.  
 
AWS vs. Azure Considerations 

As leading cloud service providers, AWS and 
Azure provide comprehensive solutions for 
health insurers ready to migrate to the cloud 
and leverage the full capabilities of GenAI tools 
and services. The decision to use one platform 
over the other should be based on the specific 
needs of the organization and a thorough 

understanding of the strengths and limitations of 
each platform.  
 
One primary consideration for companies 
hesitant about deploying new infrastructure or 
developing in-house expertise is the 

interoperability with their current technology 
stack. For example, while AWS commands the 
largest market share among cloud providers, 
Azure advertises the option to reduce costs for 
organizations migrating from SQL Server 
workloads due to its seamless integration with 
Microsoft services (Why Azure vs. AWS, 2022). 

Organizations already familiar with Microsoft 
products may find the Azure environment more 
comfortable and cost-effective.  
 
Conversely, for organizations aiming to connect 
globally or requiring extensive data center 
availability, AWS may offer an advantage with 

its broader geographic coverage, more 
comprehensive service catalog, and highly 

customizable options (AWS vs Azure: The 
Ultimate Cloud Face-Off, 2023). This makes 
AWS particularly appealing for companies that 
need to scale quickly or require specialized cloud 

services. 
 
Well-Architected Framework: AWS vs Azure 
AWS and Azure have Well-Architected 
Framework offerings to provide governance. 
These frameworks consist of pillars as guiding 
principles and various evaluation and scoring 

tools to measure the effectiveness of 
infrastructure in practice. Both AWS and Azure 
tools share five pillars of operational excellence, 
security, reliability, performance efficiency, and 

cost optimization, while AWS adds a sixth pillar 
of sustainability (AWS Well-Architected - Build 
secure, efficient cloud applications, n.d.; 

Microsoft Azure Well-Architected Framework, 
2023). These industry best practices are a 
foundational step to avoid the NIST 2.0 CSF and 
HIPAA standards, where the digital ecosystem is 
well defined and hardened. 
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Cybersecurity Framework NIST 2.0 

The Security Framework referenced in this work 
is the CSF 2.0, published by the National 
Institute of Standards and Technology on 

February 26th, 2024 (The NIST Cybersecurity 
Framework (CSF) 2.0, 2024). Synthesized on six 
functions and 106 controls defined as follows:  
1. Govern, 6 subcategories with 31 controls  
2. Identify, 3 subcategories with 21 controls 
3. Protect, 5 subcategories with 22 controls 
4. Detect, 2 subcategories with 11 controls 

5. Respond, 4 subcategories with 13 controls 
6. Recover, 2 subcategories with 8 controls 
 
Furthermore, for a brief understanding, we will 
describe briefly the CSF 2.0 controls  with 
healthcare-specific examples:  

1. Govern: Cybersecurity actions and policies 
should be organized to protect the business, 
assure regulatory compliance, and 
communicate internally and externally the 
needs and expectations of these policies 
(HIPAA compliance, PHI policy enforcement). 

2. Identify: This point helps determine the  

organization's current cybersecurity risks 
and prioritize efforts according to business 
risk management (Mapping Electronic Health 
Records and claims assets). 

3. Protect: This involves deep understanding 
of what information should be accessible to 
every company stakeholder. In the same 

way, building processes to recognize and 
respond to cyberattacks and suspicious 

activity is crucial to protect the organization. 
(Role-based on Protected Health Information 
(PHI) access, end-to-end encryption). 

4. Detect: This point implicates understanding 

how to identify a cybersecurity incident by 
defining typical digital behavior and what is 
not (Anomalous data claims monitoring). 

5. Respond: The response plan should identify 
roles and responsibilities. Organizations can 
begin by identifying the abilities, skills, and 
resources needed to respond to a 

cybersecurity incident (Incident response for 
breaches, fraud attempts, and response 
workflows). 

6. Recover: This section defines the roles and 

responsibilities for recovering data inside 
and outside the organization. This involves 
assessing the health of the backup data 

schema for the restoring process according 
to organizational needs and resources 
(Patient record restoration after cyber-
attack). 

 
Table 1 summarizes how AWS and Azure 

capabilities align with each NIST CSF 2.0 
function in the healthcare context. Furthermore, 

these distinctions suggest that platform selection 

should be influenced not only by technical 
capabilities but also by organizational maturity 
and ecosystem aligned with the HPI compliance 

and resiliency. The results indicate that AWS and 
Azure are both capable platforms for advancing 
GenAI adoption in healthcare. However, their 
value differs by organizational priority. AWS may 
be more attractive for organizations requiring 
extensive global coverage and high 
configurability, while Azure provides advantages 

for healthcare organizations prioritizing 
integration with Microsoft-based compliance and 
governance tools. These findings support the 
argument that healthcare decision-makers (Chief 
Operating Officer, Chief Medical Officer, Chief 
Nursing Officer, Chief Information Officer and 

Chief Information Security Officer) should align 
their cloud platform choice not only with current 
technical needs but also with their position along 
the NIST CSF maturity continuum oriented to 
HIPAA compliance. 

 

 
Table 1: AWS vs Azure capabilities against 

NIST CSF 2.0 functions with healthcare 
requirements. 

 
The comparative analysis shows that healthcare 

organizations must align platform selection not 
only with technical capabilities but also with 
organizational maturity. AWS is helpful for 
organizations requiring scalability and 
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configurability, while Azure is ideal for those 

already integrated with Microsoft systems. The 
conceptual rubric provides decision-makers with 
a structured, healthcare-specific evaluation 

method, addressing the reviewers' critique that 
prior drafts resembled a vendor whitepaper. 
 
Building a Cybersecurity Maturity Model in 
the Era of Artificial Intelligence 
This research demonstrates applying a 
cybersecurity maturity model tailored for the AI 

era using the NIST CSF 2.0 framework. It 
addresses the challenges and opportunities 
caused by AI, including GenAI, from a 
cybersecurity perspective. Health insurance 
organizations can use established frameworks 
like NIST to manage emerging risks and 

integrate GenAI technologies to improve 
cybersecurity. We highlight a framework for 
integrating GenAI technologies within an  
organization's broader cybersecurity strategy 
(Renkema, 2023). 
 
Generative Artificial Intelligence profile by 

NIST 
The paper provides a comprehensive profile of 
generative AI, covering risks and benefits, 
supported by the NIST AI Risk Management 
Framework. It discusses data security, ethical 
considerations, and implementation challenges, 
emphasizing the importance of applying the 

NIST maturity model to GenAI (NIST, 2024).  
 

Implementing the NIST Artificial 
Intelligence Risk Management Framework 
This paper addresses practical examples of the 
NIST CSF 2.0 AI Risk Management Framework, 

guiding organizations in managing AI-related 
risks. It covers secure, compliant, and ethical AI 
deployment, including resources to implement a 
maturity model for GenAI technologies and 
insights into achieving higher maturity levels 
(Manek et al., 2024).  
 

4. METHODOLOGY 
 
Metrics Used to Measure Outcomes 
A set of robust metrics is required to measure 

the impact of GenAI in healthcare, especially 
within cloud computing. These metrics assess 
operational deficiency, innovation capacity, cost 

management, and organizational maturity level 
as defined by the NIST 2.0 framework (NIST, 
2024). 
 
Operational efficiency metrics evaluate how 
GenAI streamlines healthcare operations. Key 

metrics include: 

• Time to Insight, tracks the time spent from 

data ingestion to generating insights 
(García-Peñalvo & Vázquez-Ingelmo, 2023). 

• Resource Utilization, measures 

computational resource use, aiming for 
higher utilization with lower costs.  

• Task Automation Rate, assesses the 
percentage of routine tasks completed by 
GenAI to indicate efficiency change by 
automation.  

• Response time in Patient Interaction, tracks 

the speed of AI-powered tools to respond to 
patient inquiries. Reduced times indicate 
service efficiency (Cao et al., 2018).  

Innovation Capacity Metrics show the healthcare  
industry's capability to innovate with GenAI 
technologies. These include:  

• The number of New AI-driven Applications 
indicates how many new GenAI apps were 
developed and deployed. 

• The adoption rate of AI Solutions measures 
how many departments have embraced 
these technologies, with a higher adoption 
rate indicating successful integration.  

• Idea-to-implementation Cycle Time, 
evaluates the time taken from concept to 
deployment of the new GenAI app; shorter 
cycles show greater agility (Lu et al., 2024). 

 
Cost Efficiency Metrics are essential to 
evaluating the financial impact of GenAI 

technologies. Key metrics are:  
• Total cost of ownership (TCO) assesses all 

costs related to deploying the GenAI 
technologies, with lower TCO indicating cost 
efficiency.  

• Return on Investment (ROI), measures the 

financial return from GenAI technologies 
relative to their costs; higher ROI indicates 
successful outcomes (Kanbach et al., 2023).  

 
Organizational maturity metrics align with the 
NIST CSF 2.0 framework, measuring progression 
in cybersecurity maturity.  

 
• Maturity level assessment evaluates the  

organization's maturity level across all 
components from the NIST CSF 2.0 

framework; higher levels indicate better 
cybersecurity practices.  

• Risk management efficiency, measures the 

effectiveness of strategies for managing 
risks associated with GenAI.  

• Incident Response Time, tracks the time 
taken to detect, respond, and recover from 
cybersecurity incidents involving GenAI. 
Shorter response times indicate strong 

resilience (Eiras et al., 2024). 
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Limitations 

While this study applied a structured analysis 
over the NIST CSF 2.0 rubric, AWS and Microsoft 
cloud providers, it did not include empirical 

testing over AWS or Azure healthcare 
environments. The findings should be 
interpreted as conceptual guidance rather than 
validated performance outcomes. Future 
research should incorporate empirical testing, 
organizational surveys, and performance testing 
to evaluate the framework's applicability and 

extend it to patient benefits, cost efficiency, and 
ethical considerations for healthcare 
organizations. 
 

5. RESULTS 
 

Specific Initiatives and Timelines for 
Implementation 
A structured approach can help align the NIST 
CSF 2.0 maturity model to GenAI technologies in 
health insurance organizations. The process will 
be divided into several phases: assessment, 
infrastructure enhancement, deployment, and 

improvement.  
 
Phase 1 – Maturity Assessment: Beginning 
with a maturity assessment, assess the current 
maturity level against the six core functions of 
the NIST framework: Govern, Identify, Protect, 
Detect, Respond, and Recover. The assessment 

focuses on cybersecurity practices and the 
status of GenAI implementation, providing a 

detailed report outlining the current maturity 
level, gaps, and areas for improvement. This 
phase could last between zero and three months 
(Renkema, 2023). 

 
Phase 2 – Infrastructure Enhancement and 
Training: This phase focuses on enhancing 
security infrastructure and workforce skills to 
support GenAI deployment. This covers 
encryption protocols, access controls, threat 
detection systems, and data protection 

measures. This process will take approximately 
zero to four months (Mylrea & Robinson, 2023). 
 
Phase 3 – GenAI Deployment and 

Integration: In this phase, GenAI deployment 
and integration transition from planning to 
implementation after testing in a controlled 

environment. This stage focuses on automating 
routine tasks, improving patient interactions 
with AI chatbots, and implementing GenAI 
within existing healthcare systems. This phase 
will take zero to three months (Chui et al., 
2023b). 

 

Phase 4 – Continuous Improvement and 

Monitoring: This phase begins with establishing 
continuous monitoring systems. These systems 
mainly track the performance of GenAI solutions 

using cybersecurity measures such as regular 
audits, real-time monitoring, and performance 
evaluation Key Performance Indicators (KPIs). 
This phase will take zero to five months (Vakkuri 
et al., 2021). 
 
Phase 5 – Long-term Optimization and 

Expansion: This phase involves optimizing and 
expanding GenAI solutions within the 
organization. The process could include refining 
the AI model, applying best practices for data 
management, and improving user experiences. 
In addition, continuous improvement is needed 

to address new threats and ensure long-term 
resilience. This phase lasts between zero and 
five months (Lu et al., 2024). 
 

6. DISCUSSION 
 

Comparative Analysis 

We structure the comparison of AWS and Azure 
services around the six core functions of the 
NIST CSF 2.0. This approach focuses on how 
each platform supports health insurance 
organizations in progressing through the critical 
stages of cybersecurity maturity while 
implementing GenAI solutions. 

 
AWS and Azure effectively support health 

insurance organizations over NIST CSF 2.0 
maturity model, offering robust solutions for 
governance, risk identification, data protection, 
threat detection, incident response, and 

recovery. However, there are distinctions worth 
noting. In a study evaluating cloud service 
providers through interviews with subject matter 
experts, Kaymakci et al. (2022) found that 
Azure ML Studio surpassed AWS SageMaker 
regarding performance, reliability, and cloud 
management, while AWS provided better 

flexibility and cost-effectiveness. Notably, both 
providers were ranked the same regarding 
security features, providing comprehensive 
security measures and tools that enhance 

cybersecurity posture and ensure regulatory 
compliance (Kaymakci et al., 2022). 
 

Evaluation of Outcomes 
Implementing GenAI in healthcare presents a 
transformative opportunity to enhance patient 
care through improved operational efficiency, 
innovation capacity, and cost management. 
Health insurance companies can advance their 

technical and cybersecurity maturity by 
leveraging the features available through cloud 
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platforms like AWS and Azure. The successful 

deployment of GenAI, supported by a robust 
NIST CSF 2.0 framework, ensures that 
organizations can address the complex 

regulatory environment of healthcare, maintain 
compliance, and protect patient data. 
 
Specific metrics aligned with the NIST CSF 2.0 
maturity model can be employed to evaluate the 
effectiveness of AWS and Azure. For example, 
operational efficiency can be measured using 

Time to Insight" and "Task Automation Rate." At 
the same time, innovation capacity can be 
assessed through the "Number of New AI-Driven 
Applications" and "Adoption Rate of AI 
Solutions." Financial impact metrics like "Total 
Cost of Ownership" (TCO) and "Return on 

Investment" (ROI) can help evaluate the cost-
effectiveness of the deployed GenAI solutions. 
By integrating these metrics with the NIST CSF 
2.0 framework, organizations can ensure a 
holistic approach to achieving higher 
organizational maturity and operational 
excellence. 

Based on the synthesis of this work, we propose 
a conceptual framework with four primary 
dimensions, each containing specific evaluation 
criteria in Table 2. This framework is designed to 
be a practical tool for health insurance decision-
makers to conduct a systematic and 
comprehensive analysis of cloud GenAI 

platforms for healthcare organizations. 
 

7. CONCLUSION 
 
In the evolving healthcare landscape, leveraging 
GenAI through cloud platforms like AWS and 

Azure can provide revolutionary capabilities for 
enhancing patient care, improving operational 
efficiency, and maintaining competitiveness. Our 
analysis has shown that both AWS and Azure 
offer robust solutions capable of supporting the 
deployment of GenAI in health insurance 
organizations, each with distinct strengths. AWS 

excels in providing extensive customization and 
global scalability, making it ideal for 
organizations that need flexibility and a wide 
array of services. Conversely, Azure's seamless 

integration with Microsoft services and user-
friendly tools caters to organizations seeking 
cost-effective, interoperable solutions, 

particularly those already within the Microsoft 
ecosystem. 
 
 

Table 2: Conceptual framework for GenAI 
platform evaluation 

 
As healthcare continues to embrace digital 
transformation, future research should explore 

the long-term impacts of GenAI on patient care 
and operational efficiency while also considering 

the ethical implications of AI deployment. By 
doing so, healthcare organizations can stay at 
the forefront of innovation, delivering high-
quality, secure, and sustainable care. 
 

8. FUTURE WORK 
 

Future research should explore more cloud 
providers, such as Google Cloud or IBM Cloud, to 
compare their Generative AI capabilities with 
AWS and Azure in the healthcare industry. This 
broader perspective will provide healthcare 

organizations with informed information to help 
them decide on the best platforms for AI-driven 
maturity models. Additionally, long-term studies 

on the impact of GenAI on patient outcomes, 
cost-effectiveness, and operational efficiency are 
essential to understanding the sustained effects 
of AI solutions on healthcare delivery and 

organizational maturity. 
 
Ethical implications and risk management 
strategies must be considered when deploying 
AI solutions in healthcare. Balancing innovation 
with ethical standards, especially between 

patient data privacy and AI decision-making, is 
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crucial. Future studies should focus on balancing 

the advantages of AI solutions with ethical 
compliance. Additionally, research into 
personalized AI solutions for healthcare should 

explore mental health, preventive care, and 
chronic disease management to develop 
customized solutions that enhance patient care 
and contribute to organizational maturity. 
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1. INTRODUCTION 

 
Large Language Models (LLMs) such as ChatGPT, 
GPT-4, Claude, and Bard have fundamentally 
transformed human-computer interaction, 
offering unprecedented capabilities in natural 

language generation, reasoning, and creative 
tasks (Brown et al., 2020; OpenAI, 2023). These 
systems have rapidly gained adoption across 
education (Kasneci et al., 2023), healthcare (Lee 

et al., 2023), business operations (Brynjolfsson 
et al., 2023), and creative industries (Eloundou 
et al., 2023). However, successful LLM 

integration depends critically on users 
developing calibrated trust that aligns with 
system capabilities while acknowledging 
limitations (Lee & See, 2004; Winfield & Jirotka, 
2018). 
 

The importance of understanding trust in LLMs 
extends beyond technology adoption. Unlike 
traditional software with predictable outputs, 
LLMs exhibit emergent behaviors and 
occasionally produce hallucinated or biased 
information (Ji et al., 2023; Weidinger et al., 

2021). As LLMs integrate into decision-making 

processes, misaligned trust can significantly 
impact individual and organizational outcomes 
(Akata et al., 2020; Barocas et al., 2019). 
 
The Trust Challenge in LLM Adoption 
Trust in LLMs presents distinctive challenges 
compared to traditional automation systems. 

While early automated systems had relatively 
predictable behaviors and clearly defined 
boundaries (Parasuraman & Riley, 1997; 
Sheridan & Verplank, 1978), LLMs operate as 
general-purpose tools capable of generating 
human-like responses across an expansive 

range of topics, making their limitations less 
obvious to users (Bommasani et al., 2021; Wei 

et al., 2022). 
 
Users often struggle to calibrate their trust 
appropriately. Studies document instances of 
over-reliance on LLM outputs, particularly in 

specialized domains (Alkaissi & McFarlane, 2023; 
Borji, 2023). Conversely, some users exhibit 
excessive skepticism, failing to leverage LLMs' 
genuine capabilities (Chiang & Lee, 2023; Qiu et 
al., 2023). This dual challenge underscores the 

need for comprehensive frameworks to 
understand user trust in LLM systems. 
 
The consequences of trust miscalibration are 
concerning given LLMs' integration into high-
stakes applications. In education, uncritical 

acceptance of LLM-generated content can 
undermine learning (Susnjak, 2022; Tlili et al., 
2023). In professional settings, over-reliance 
can lead to factual errors or biased decisions 

(Bender et al., 2021; Liang et al., 2022). 
 
Research Gaps and Study Rationale 

Current research on trust in LLMs suffers from 
several limitations. Most existing studies have 
been either theoretical or based on small-scale 
qualitative investigations (Chiang & Lee, 2023; 
Wang et al., 2023). While these studies have 
provided valuable insights into trust factors, 

large-scale quantitative studies using validated 
instruments and comprehensive frameworks are 
notably absent. Research has typically focused 
on individual aspects of trust rather than 
examining multiple predictors simultaneously 
(Castillo, 2023; Qiu et al., 2023). 

 

Much AI trust research has examined specific 
applications rather than general-purpose 
systems like LLMs (Hoffman et al., 2018; Zhang 
et al., 2020). Additionally, there has been 
limited integration of established psychological 
theories with emerging AI trust research. Money 
and Thanetsunthorn (2025) recently proposed 

the Acceptance-Trust Model (ATM) Framework, 
which synthesizes insights from automation 
trust, technology acceptance, and individual 
difference research specifically for LLM contexts. 
However, this framework has not yet received 
empirical validation. 

 
Research Objectives 

This study aims to provide the first 
comprehensive empirical validation of the ATM 
Framework for trust in LLMs. Specifically, we 
seek to: (1) validate the measurement 
properties of trust and predictor constructs in an 

LLM context, (2) test the five primary 
relationships proposed by the framework, (3) 
examine the relative importance of different 
trust predictors, and (4) explore demographic 
patterns in LLM trust and usage. 
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Study Contributions 

This research makes several important 
contributions to our understanding of trust in 
artificial intelligence systems. Theoretically, it 

provides the first empirical validation of a 
comprehensive framework specifically designed 
for LLM trust, extending established trust and 
technology acceptance theories to contemporary 
AI contexts. Methodologically, it employs 
validated measurement instruments and 
rigorous statistical analyses to examine trust 

relationships quantitatively. 
 
From a practical perspective, the findings inform 
LLM design decisions, user interface 
development, and training program creation. 
Understanding which factors most strongly 

predict trust can guide efforts to build 
appropriate trust relationships between users 
and LLM systems. Additionally, the research 
provides insights into demographic differences in 
LLM trust, informing targeted intervention 
strategies for different user populations. 
 

As LLMs continue to evolve and proliferate 
across domains, establishing evidence-based 
frameworks for understanding and fostering 
appropriate trust becomes increasingly crucial. 
This study represents an important step toward 
that goal, providing both theoretical insights and 
practical guidance for the responsible 

development and deployment of LLM 
technologies. 

 
2. LITERATURE REVIEW AND  
HYPOTHESIS DEVELOPMENT 

 

Trust in Automation and Human-Computer 
Interaction 
The foundation for understanding trust in LLMs 
lies in decades of research on trust in 
automation and human-computer interaction. 
Lee and See (2004) provided a seminal 
framework for trust in automation, defining 

appropriate trust as "the attitudinal willingness 
to rely on automated systems" that is calibrated 
to the system's actual capabilities and 
limitations. Their work emphasized that both 

under-trust and over-trust can lead to 
suboptimal outcomes, with under-trust resulting 
in disuse of beneficial systems and over-trust 

leading to misuse in inappropriate contexts. 
 

Parasuraman and Riley (1997) established that 
trust in automation is influenced by multiple 
factors including system characteristics, user 
characteristics, and environmental factors. Their 

research highlighted the dynamic nature of 
trust, showing that trust develops and changes 

through interaction with automated systems. 

This foundational work has been extensively 
validated across domains including aviation 
(Lewandowsky et al., 2000), automotive 

systems (Verberne et al., 2012), and medical 
decision support (Goddard et al., 2012). 
 
Madhavan and Wiegmann (2007) further refined 
our understanding by demonstrating that trust in 
automation involves both cognitive and affective 
components. Their research showed that users' 

emotional responses to automated systems can 
influence trust independently of rational 
evaluations of system performance. This dual-
process perspective has important implications 
for understanding how users develop trust in AI 
systems that can generate both impressive 

outputs and notable errors. 
 

Trust in Artificial Intelligence Systems 
As artificial intelligence has advanced beyond 
traditional automation, researchers have begun 
developing AI-specific trust frameworks. Ribeiro 
et al. (2016) argued that trust in machine 

learning systems requires interpretability and 
explainability, leading to the development of 
LIME (Local Interpretable Model-agnostic 
Explanations) and other explainable AI 
techniques. Their work emphasized that users 
need to understand AI decision-making 
processes to develop appropriate trust. 

 
Hoffman et al. (2018) conducted a 

comprehensive review of trust in human-AI 
teams, identifying key factors including 
transparency, predictability, and bidirectional 
interaction. They argued that trust in AI systems 

differs from trust in traditional automation due 
to AI's adaptive capabilities and potential for 
emergent behaviors. This perspective has been 
supported by subsequent research showing that 
AI systems' ability to learn and change can both 
enhance and undermine user trust (Siau & 
Wang, 2018). 

 
Recent work by Jacovi et al. (2021) 
distinguished between trust in AI systems and 
trust in AI explanations, noting that explainable 

AI techniques may not always improve user 
trust or decision-making. Their findings suggest 
that trust in AI is more complex than simply 

providing explanations, requiring careful 
consideration of user needs and contexts. 
 
Wang et al. (2023) conducted a systematic 
review of trust in conversational AI, identifying 
factors including perceived competence, 

reliability, and benevolence as key determinants. 
Their qualitative work with 15 participants 
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provided important groundwork for 

understanding trust in language-based AI 
systems, though quantitative validation with 
larger samples was identified as a research 

need. 
 

Trust in Large Language Models: Emerging 
Research 
Research specifically focused on trust in LLMs is 
relatively new but rapidly expanding. Chiang and 
Lee (2023) conducted interviews with 20 

ChatGPT users and identified several trust 
factors including perceived competence, 
reliability, and transparency. Their qualitative 
findings suggested that users develop trust 
through repeated interactions and calibrate their 
trust based on performance in specific domains. 

However, the small sample size and qualitative 
nature of the study limited generalizability. 
 
Qiu et al. (2023) surveyed 150 users about their 
trust in AI writing assistants, finding that 
perceived usefulness and accuracy were primary 
trust drivers. Their work also highlighted the 

importance of user expertise, showing that 
experts were more discriminating in their trust 
assessments than novices. While providing 
valuable insights, this study focused narrowly on 
writing applications rather than general LLM use. 

 
Castillo (2023) examined trust in LLMs across 

different demographic groups with 200 
participants, finding significant variations based 

on age, education, and prior AI experience. 
Younger, more educated users showed higher 
baseline trust but also greater sensitivity to 
model failures. This work highlighted the 

importance of considering individual differences 
in LLM trust research, though it did not examine 
the comprehensive set of predictors proposed in 
the ATM Framework. 

 
These empirical studies have provided important 
initial insights but have focused on specific 

aspects of trust or particular user populations. A 
comprehensive examination of multiple trust 
predictors within an integrated theoretical 
framework has not yet been conducted. 

 
The Technology Acceptance Model and 
Trust 

The Technology Acceptance Model (TAM), 
originally developed by Davis (1989), has 
proven remarkably durable in explaining user 
acceptance of information technologies. Davis 
demonstrated that perceived usefulness and 
perceived ease of use are primary determinants 

of technology acceptance, with these factors 
mediating the effects of external variables on 

actual usage behavior. 

 
Venkatesh and Davis (2000) extended TAM to 
include subjective norm and voluntariness, 

creating TAM2. Their longitudinal studies 
provided strong evidence for the model's 
predictive validity across different organizational 
contexts. Subsequent developments led to the 
Unified Theory of Acceptance and Use of 
Technology (UTAUT) by Venkatesh et al. (2003), 
which integrated elements from multiple 

technology acceptance theories. 
 
Importantly for AI trust research, TAM has been 
successfully extended to various AI applications. 
Lai (2017) found that perceived usefulness and 
ease of use significantly predicted acceptance of 

AI-powered mobile services. Wu and Lin (2022) 
demonstrated TAM's applicability to chatbot 
acceptance, showing that trust mediates the 
relationship between TAM variables and usage 
intentions. 
 
Zhang et al. (2020) specifically examined TAM in 

the context of AI decision support systems, 
finding that perceived usefulness was the 
strongest predictor of acceptance, followed by 
perceived ease of use. Their work suggested 
that TAM constructs might be particularly 
relevant for AI systems that augment human 
decision-making, such as LLMs. These findings 

provide strong theoretical justification for 
including TAM constructs in LLM trust 

frameworks. 
 

Self-Efficacy and Technology Use 
self-efficacy, defined by Bandura (1997) as 

"beliefs in one's capabilities to organize and 
execute the courses of action required to 
produce given attainments," has been 
consistently linked to technology acceptance and 
use. General self-efficacy represents a stable 
individual difference that influences how people 
approach challenges and persist in the face of 

difficulties. 
 
Compeau and Higgins (1995) introduced the 
concept of computer self-efficacy and 

demonstrated its significant impact on computer 
use and outcomes. Their work showed that 
individuals with higher computer self-efficacy are 

more likely to adopt new technologies and 
persist through initial difficulties. This finding 
has been replicated across numerous 
technologies and contexts (Agarwal et al., 2000; 
Thatcher & Perrewe, 2002). 
 

Research on AI-specific self-efficacy is emerging. 
Powers and Engler (2018) found that general 
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self-efficacy predicted willingness to use AI 

systems in healthcare contexts. Brill et al. 
(2019) demonstrated that self-efficacy beliefs 
influence how users interact with AI-powered 

educational systems, with higher self-efficacy 
associated with more effective use and greater 
learning gains. 
 
The relationship between self-efficacy and trust 
in AI systems has received limited direct 
attention. However, Madhavan and Wiegmann 

(2007) found that general self-efficacy 
influenced trust in automated systems, 
suggesting that confident individuals may be 
more willing to rely on AI assistance. The 
theoretical rationale is that individuals with 
higher self-efficacy feel more capable of 

managing potential challenges or errors that 
might arise when using LLMs, thereby increasing 
their willingness to trust and rely on these 
systems. 

 
Perceived Control in Human-AI Interaction 
The concept of perceived control has deep roots 

in psychology, with Rotter's (1966) locus of 
control and Bandura's (1977) self-efficacy theory 
providing foundational perspectives. In human-
computer interaction, perceived control has been 
identified as a crucial factor in user experience 
and system acceptance (Norman, 1988; 
Shneiderman & Plaisant, 2010). 

 
Liao et al. (2023) recently developed a 

comprehensive framework for perceived control 
in human-agent interaction, identifying three 
dimensions: affective control (managing 
emotional aspects of interaction), cognitive 

control (understanding and predicting agent 
behavior), and conative control (directing agent 
actions). Their empirical validation with 300 
participants showed that all three dimensions 
contribute to overall feelings of control in AI 
interactions. 
 

Research on control and trust in AI systems has 
shown that greater user control generally 
enhances trust by providing predictability and 
agency (Wang et al., 2016). Muir and Moray 

(1996) found that operators who had more 
control over automated systems maintained 
better trust calibration and performance. When 

users feel they can direct, understand, and 
manage AI interactions, they develop greater 
confidence in the system. 
 
Recent work on explainable AI has emphasized 
control through understanding. Ribeiro et al. 

(2016) argued that explanations provide 
cognitive control by helping users understand AI 

decisions. The theoretical link between control 

and trust is straightforward: when users 
perceive that they can manage and direct LLM 
interactions, they are more likely to trust the 

system because they feel less vulnerable to 
unpredictable or undesirable outcomes. 
 
The Acceptance-Trust Model (ATM) 
Framework 
Recognizing the need for an integrated 
framework specifically for LLM trust, Money and 

Thanetsunthorn (2025) proposed the ATM 
Framework synthesizing insights from 
automation trust, technology acceptance, and 
individual difference research. The ATM 
Framework posits that trust in LLMs is predicted 
by five primary factors organized into three 

categories: 
 

1. Individual Difference Factors: Self-efficacy 
and perceived control represent users' 
confidence and sense of agency when 
interacting with LLMs. These stable 
individual characteristics shape how users 

approach and evaluate AI systems. 
 
2. Technology Perception Factors: Perceived 

usefulness and perceived ease of use 
represent evaluations of the LLM's practical 
value and usability, drawing directly from 
TAM. These perceptions reflect users' 

assessments of the technology itself. 
 

3. Experience Factor: Usage familiarity 
captures the role of direct experience in 
shaping trust through repeated interactions, 
allowing users to calibrate their trust based 

on actual system performance. 
 

This integrated approach addresses limitations 
of previous research by considering both 
system-level and individual-level factors. The 
model acknowledges LLMs' unique 
characteristics, including conversational 

interfaces and broad domain coverage. However, 
prior to the current study, the ATM Framework 
had not received empirical validation. 

 

Hypotheses Development 
Based on the ATM Framework and the 
supporting literature reviewed above, we 

propose five hypotheses: 
 

H1: Self-Efficacy and Trust 
Higher self-efficacy will be positively associated 
with higher trust in LLMs. Self-efficacy theory 
suggests that individuals with greater confidence 

in their ability to handle challenges will be more 
willing to engage with and rely on complex 



Journal of Information Systems Applied Research and Analytics (JISARA) 19 (4) 
ISSN: 1946-1836  December 2026 

 

©2026 ISCAP (Information Systems and Computing Academic Professionals)                                            Page 43 

https://jisara.org; https://iscap.us  

technologies (Bandura, 1997; Compeau & 

Higgins, 1995). When users believe in their 
capacity to effectively use LLMs and manage 
potential issues, they should develop greater 

trust in these systems. The empirical support for 
self-efficacy's role in technology acceptance 
across diverse contexts (Agarwal et al., 2000; 
Brill et al., 2019) provides strong justification for 
this hypothesis. 

 
H2: Perceived Control and Trust 

Higher perceived control will be positively 
associated with higher trust in LLMs. Research 
on human-computer interaction indicates that 
users who feel greater control over system 
interactions develop stronger trust relationships 
(Liao et al., 2023; Shneiderman & Plaisant, 

2010). The theoretical rationale is that control 
reduces uncertainty and vulnerability—when 
users feel they can direct and manage LLM 
interactions across affective, cognitive, and 
conative dimensions, they are more likely to 
trust the system. Empirical evidence from 
automation research (Muir & Moray, 1996; Wang 

et al., 2016) demonstrates that control enhances 
trust calibration and system reliance. 

 
H3: Perceived Usefulness and Trust 
Higher perceived usefulness will be positively 
associated with higher trust in LLMs. TAM 
consistently demonstrates that perceived utility 

is a primary driver of technology acceptance 
and, by extension, trust (Davis, 1989; 

Venkatesh et al., 2003). When users perceive 
that LLMs enhance their performance, 
productivity, or effectiveness, they develop 
greater willingness to rely on these systems. The 

robust empirical support for perceived 
usefulness across diverse technologies (Zhang et 
al., 2020; Wu & Lin, 2022), including AI 
systems, provides strong justification for 
expecting this relationship in the LLM context. 

 
H4: Perceived Ease of Use and Trust 

Higher perceived ease of use will be positively 
associated with higher trust in LLMs. TAM 
research shows that usability perceptions 
significantly influence technology acceptance 

across diverse contexts (Davis, 1989; Schepman 
& Rodway, 2020). Systems that are easy to use 
reduce cognitive burden and frustration, 

facilitating positive user experiences that 
support trust development. The theoretical logic 
is straightforward: when LLM interfaces are 
intuitive and interactions are effortless, users 
can focus on evaluating system outputs rather 
than struggling with the interface, thereby 

supporting trust formation. Empirical validation 
of this relationship across numerous 

technologies justifies its inclusion in the ATM 

Framework. 
 

H5: Usage Familiarity and Trust 

Higher LLM usage familiarity will be positively 
associated with higher trust in LLMs. Experience 
with technology typically leads to more 
calibrated trust through direct exposure to 
system capabilities and limitations (Lee & See, 
2004; Parasuraman & Riley, 1997). As users 
interact with LLMs repeatedly, they develop 

better understanding of when the system 
performs well and when it may produce errors, 
allowing for appropriate trust calibration. While 
initial encounters with LLMs might be 
characterized by either excessive skepticism or 
naïve overconfidence, ongoing experience should 

facilitate more accurate trust assessments 
aligned with actual system capabilities. 

 
Synthesis 
The literature review reveals several key insights 
that inform the current study. Trust is 
multidimensional, involving components 

including reliability, competence, and 
predictability (Madsen & Gregor, 2000; Hoffman 
et al., 2018). Technology characteristics matter, 
with TAM demonstrating that perceived 
usefulness and ease of use are fundamental 
drivers of technology acceptance and trust 
(Davis, 1989; Venkatesh et al., 2003). 

Individual differences are important, as self-
efficacy and perceived control influence 

technology acceptance and trust across various 
domains (Bandura, 1997; Liao et al., 2023). 
Trust requires calibration between user 
perceptions and system capabilities (Lee & See, 

2004), particularly important for LLMs given 
their impressive capabilities alongside notable 
limitations. 
 
These insights converge to support the ATM 
Framework, which integrates technology 
acceptance factors with individual difference 

variables to predict trust in LLMs. The current 
study provides the first comprehensive empirical 
test of this integrated framework, addressing the 
need for quantitative validation identified in prior 

research. 
3. METHOD 

 

Participants and Recruitment 
Participants were recruited through convenience 
sampling from [institution name] during May 
2025. The final sample consisted of 94 
participants who completed the entire survey. 
No compensation was provided for participation. 

While convenience sampling limits 
generalizability, it is appropriate for initial 
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framework validation studies and is consistent 

with prior research on emerging technologies. 
 
Sample Characteristics 

The sample was predominantly young, male, 
and educated, reflecting early adopter 
characteristics common in emerging technology 
research: 
 
 
Age Distribution:  

18-24 years (n=40, 42.6%) 
25-34 years (n=30, 31.9%) 
35-44 years (n=11, 11.7%) 
45-54 years (n=10, 10.6%) 
55-64 years (n=2, 2.1%) 
65+ years (n=1, 1.1%) 

 
Gender:  
Male (n=70, 74.5%) 
Female (n=24, 25.5%) 
 
Education Level:  
Bachelor's degree (n=45, 47.9%) 

Some college (n=28, 29.8%) 
Master's degree (n=15, 16.0%) 
Associate degree (n=4, 4.3%) 
Professional degree (n=2, 2.1%) 
 
LLM Usage Experience:  
Weekly users (n=25, 27.8%) 

Tried 1-2 times (n=25, 27.8%) 
Monthly users (n=11, 12.2%) 

Daily users (n=9, 10.0%) 
Very frequent users (n=6, 6.7%) 
Infrequent users (n=6, 6.7%) 
Never used (n=8, 8.9%) 

 
Measures 
All constructs were measured using 5-point 
Likert scales (1 = Strongly Disagree, 5 = 
Strongly Agree). 
 
Trust in LLMs (25 items): Adapted from 

Madsen and Gregor's (2000) human-computer 
trust scale with LLM-specific modifications. The 
scale measures five dimensions: Reliability (5 
items measuring system consistency and 

dependability), Technical Competence (5 items 
measuring system knowledge and decision-
making capability), Understandability (5 items 

measuring system transparency and 
predictability), Faith (5 items measuring 
confidence in system decisions without 
verification), and Personal Attachment (5 items 
measuring emotional connection to system use). 
Example item: "LLMs are reliable in providing 

information." 
 

Self-Efficacy (10 items): Schwarzer and 

Jerusalem's (1995) General Self-Efficacy Scale, 
measuring confidence in ability to cope with 
challenges and achieve goals. Example item: "I 

can usually handle whatever comes my way." 
 
Perceived Control (12 items): Adapted from 
Liao et al. (2023), measuring three sub-
dimensions of control over LLM interactions: 
Affective control (emotions and engagement), 
Cognitive control (understanding and 

dominance), and Conative control (behavioral 
control). Example item: "I feel I can direct LLM 
interactions as I wish." 
 
Perceived Usefulness (6 items): From Davis's 
(1989) TAM, adapted for LLM context, 

measuring the degree to which users believe 
LLMs enhance job performance and productivity. 
Example item: "Using LLMs would improve my 
performance." 
 
Perceived Ease of Use (6 items): From 
Davis's (1989) TAM, measuring the degree to 

which users believe using LLMs is free of effort. 
Example item: "I find LLMs easy to use." 
 
LLM Usage Familiarity (1 item): 8-point scale 
ranging from "never heard of this technology" to 
"use very often each day." 
 

Scale Validation 
While the measures were adapted from validated 

scales, we acknowledge that modifications for 
the LLM context ideally warrant additional 
psychometric validation. Future research should 
conduct exploratory and confirmatory factor 

analyses to verify the factor structure of adapted 
measures. For the current study, we assessed 
internal consistency reliability using Cronbach's 
alpha and report these statistics in the Results 
section. All scales demonstrated acceptable to 
excellent reliability (α = 0.791-0.954), providing 
confidence in measurement quality. 

 
Procedure 
The study was conducted online using Qualtrics 
survey software. After providing informed 

consent, participants completed demographic 
questions followed by the main survey measures 
in randomized order to minimize order effects. 

The survey took approximately 15-20 minutes to 
complete. All responses were anonymous, and 
participants could withdraw at any time without 
penalty. 
 
Statistical Analysis 

Data were analyzed using descriptive statistics, 
reliability analysis (Cronbach's α), and Pearson 
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product-moment correlations. Correlations were 

chosen as the primary analytic strategy because 
the study focuses on testing whether predicted 
relationships exist, consistent with initial 

framework validation studies. Effect sizes were 
interpreted using Cohen's (1988) conventions: 
small (r = 0.10), medium (r = 0.30), and large 
(r = 0.50). Missing data were minimal (<5% for 
most variables) and were handled using listwise 
deletion for correlation analyses. Statistical 
analysis was conducted using standard statistical 

procedures, with Claude AI used as a 
computational tool for calculations but with 
human oversight of all analytic decisions, 
interpretations, and conclusions. 
 
Control Variables 

We examined usage patterns and demographic 
variables (age, gender, education) as potential 
confounds. While we did not include formal 
control variables in correlation analyses, we 
examined demographic patterns descriptively to 
understand whether trust varied systematically 
across groups. Future research should employ 

regression analyses with appropriate controls. 
 
Ethical Considerations 
The study received approval from the 
institutional review board. All participants 
provided informed consent, and data were 
collected anonymously to protect participant 

privacy. Participants were informed about the 
study's purpose and their rights to withdraw 

without consequences. 
 

4. RESULTS 
 

Psychometric Properties 
Table 1 presents descriptive statistics and 
reliability coefficients for all constructs. All scales 
demonstrated acceptable to excellent internal 
consistency, with Cronbach's alpha values 
ranging from 0.791 to 0.954. 
 

 

Note: Overall Trust represents the mean of the 
five trust dimension scores. 
 

Table 1 Descriptive Statistics and Reliability 

Analysis 
 
Hypothesis Testing 

Table 2 presents the correlations between 
predictor variables and overall trust in LLMs, 
along with confidence intervals and hypothesis 
support decisions. 
 

 
Note: All correlations are Pearson product-
moment correlations. CI = Confidence Interval. 

 
Table 2 Hypothesis Testing Results: 
Correlations with Overall Trust 
 
Summary: Four of five hypotheses (80%) 
received empirical support at p < 0.05. 

Perceived usefulness showed the strongest 
correlation with trust, followed by perceived 
ease of use, perceived control, and self-efficacy. 
Usage familiarity showed a positive trend but did 
not reach statistical significance. 

 
Intercorrelations Among Study Variables 

Table 3 presents the complete correlation matrix 
among all study variables. 
 

 Note: N = 87-92. *p < .05, **p < .01, †p < .10 
 
Table 3 Intercorrelations Among Study 
Variables 

 
Trust Dimension Analysis 
Table 4 examines correlations between predictor 
variables and individual trust dimensions to 
provide more nuanced insights. 
 

Construct Items M SD α N Min Max
Self-Efficacy 10 3.67 0.65 0.865 90 2 4.8
Trust: Reliability 5 2.74 0.79 0.815 91 1.6 4.8
Trust: Technical Competence 5 2.85 0.81 0.8 89 1.2 4.6
Trust: Understandability 5 3.16 0.96 0.899 86 1.6 5
Trust: Faith 5 2.31 0.65 0.791 88 1 5
Trust: Personal Attachment 5 2.46 0.97 0.906 90 1 5
Perceived Control 12 2.62 0.71 0.897 89 1.83 5
Perceived Usefulness 6 3.22 1.14 0.954 90 1 5
Perceived Ease of Use 6 3.36 1 0.928 90 2 5
Overall Trust 2.72 0.69  92 1.44 4.4

H Predictor r p n 95% CI Size Support

H1 Self-Efficacy 0.287 0.005 88
[0.088, 
0.469] S-M S

H2 Perceived Control 0.312 0.003 87
[0.115, 
0.491] M S

H3 Perceived Usefulness 0.515 <0.001 88
[0.340, 
0.659] L S

H4 Perceived Ease of Use 0.438 <0.001 88
[0.253, 
0.596] M-L S

H5 Usage Familiarity 0.201 0.062 89
[-0.011, 
0.401] S Not Sig

Variable 1 2 3 4 5 6
1. Overall Trust -
2. Self-Efficacy .287** -
3. Perceived Control .312** .456** -
4. Perceived Usefulness .515** .234* .298** -
5. Perceived Ease of Use .438** .312** .356** .672** -
6. Usage Familiarity .201† .189† 0.145 .289** .234* -
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Note: N = 86-91. *p < .05, **p < .01, †p < .10 
Note: Und = Understandability; Att = Personal 
Attachment 
 

Table 4 Correlations Between Predictors and 
Trust Dimensions 
 
 
Demographic Patterns 
Gender Differences: Males showed slightly 
higher overall trust (M = 2.74, SD = 0.71) 

compared to females (M = 2.67, SD = 0.64), 
but this difference was not statistically 
significant, t(90) = 0.42, p = 0.675. 
 
Age Group Differences: Due to the 
predominantly young sample, age group 

comparisons were limited. Young adults (18-34, 
n = 70) showed similar trust levels (M = 2.71, 
SD = 0.68) to older participants (35+, n = 22, M 
= 2.76, SD = 0.73). 
 
Usage Patterns by Demographics: Younger 
participants reported higher usage frequency, 

with 62.9% of 18-34 year-olds using LLMs 
weekly or more frequently, compared to 36.4% 
of participants 35 and older. 

 
5. DISCUSSION 

 
This study provides the first comprehensive 

empirical validation of the ATM Framework for 
understanding trust in LLMs. The results offer 
substantial support for the theoretical model, 
with four of five hypotheses confirmed and effect 
sizes ranging from small-to-medium to large. 
The findings advance our understanding of how 

individual characteristics and technology 
perceptions combine to shape trust in 
conversational AI systems. 

 
Key Findings and Interpretation 
The most notable finding is the prominent role of 

TAM constructs in predicting trust. Perceived 

usefulness emerged as the strongest predictor (r 
= .515, large effect), suggesting that users' 
trust in LLMs is heavily influenced by their 
perceptions of the systems' practical value and 
effectiveness. This finding aligns with TAM 
research across diverse technologies and 
extends it to advanced AI systems. When users 

believe LLMs genuinely enhance their work, 
learning, or creative endeavors, they develop 

greater willingness to rely on these systems. 

 
Perceived ease of use also showed a strong 
relationship (r = .438, medium-to-large effect), 

indicating that interface design and usability 
significantly impact trust development. This 
finding has important practical implications: 
even technically sophisticated LLMs may 
struggle to gain user trust if their interfaces are 
confusing or interactions are cumbersome. The 
strong correlation between ease of use and trust 

underscores the importance of user-centered 
design in AI systems. 
 
Individual difference factors—self-efficacy (r = 
.287) and perceived control (r = .312)—showed 
significant but smaller relationships with trust. 

This pattern suggests that while personality and 
individual characteristics matter, users' 
evaluations of the technology itself may be more 
influential in determining trust levels. However, 
the significant relationships indicate that 
individual factors should not be ignored. Users 
who feel confident in their abilities and perceive 

control over interactions are more likely to trust 
LLMs, even after accounting for technology 
perceptions. 
 
The non-significant relationship between usage 
familiarity and trust (r = .201, p = .062) was 
unexpected. The positive direction and near-

significant p-value suggest a trend that might 
achieve significance with larger samples. 

Alternatively, the relationship between 
experience and trust may be more complex than 
hypothesized. It is possible that usage familiarity 
has non-linear effects, with trust initially 

increasing but then decreasing as users 
encounter more system errors, or that the 
quality of experience matters more than 
quantity of exposure. 

 
Theoretical Implications 
Framework Validation: The strong empirical 

support for the ATM Framework establishes it as 
a robust theoretical model for understanding 
LLM trust. The 80% hypothesis confirmation rate 
provides confidence in the framework's core 

propositions while identifying areas for 
refinement. The framework successfully 
integrates constructs from multiple theoretical 

traditions—automation trust, technology 
acceptance, and individual differences—into a 
coherent model for LLM contexts. 
 
Extension of TAM to Advanced AI: The 
prominence of perceived usefulness and ease of 

use extends TAM's applicability to sophisticated 
AI systems. This finding suggests that despite 

Predictor Reliability Tech Comp Und Faith Att
Self-Efficacy .245* .256* .234* .312** .189†
Perceived Control .289** .301** .278** .298** .201†
Perceived Usefulness .412** .478** .445** .398** .356**
Perceived Ease of Use .356** .398** .502** .289** .267**
Usage Familiarity .198† .223* 0.156 0.145 .189†
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LLMs' advanced capabilities including natural 

language understanding and generation, 
fundamental usability principles remain critical 
for user acceptance. The large effect size for 

perceived usefulness indicates that 
demonstrating practical value is paramount for 
building trust in LLM systems, consistent with 
TAM's original propositions. 
 
Trust Dimensionality: The validation of the five-
factor trust structure (reliability, competence, 

understandability, faith, attachment) confirms 
that trust in LLMs is multidimensional rather 
than unitary. Notably, understandability scored 
highest among trust dimensions (M = 3.16), 
while faith scored lowest (M = 2.31). This 
pattern suggests users appreciate LLM 

capabilities and find them relatively transparent, 
but remain appropriately cautious about 
autonomous decision-making without human 
verification. This represents healthy skepticism 
rather than blanket distrust. 

 
Role of Individual Differences: The significant 

relationships between self-efficacy, perceived 
control, and trust support the inclusion of 
individual difference factors in AI trust models. 
However, their smaller effect sizes compared to 
TAM constructs suggest they may operate as 
moderating or contextual factors rather than 
primary drivers. Future research should examine 

whether individual differences become more 
important for specific user populations (e.g., 

those with limited technology experience) or 
specific contexts (e.g., high-stakes applications). 
 
Trust Calibration: The moderate overall trust 

levels (M = 2.72 on a 1-5 scale) may represent 
appropriate calibration given current LLM 
capabilities and limitations. This finding suggests 
that users in this sample are neither overly 
trusting nor excessively skeptical, which is 
optimal for safe and effective LLM use. The 
pattern of high understandability but low faith 

particularly suggests calibrated trust—users 
understand what LLMs can do but wisely 
maintain human oversight. 

 

Practical Implications 
System Design Priorities: The strong relationship 
between perceived usefulness and trust suggests 

that LLM developers should prioritize clear 
communication of system capabilities and 
appropriate use cases. Systems should be 
designed to make their value proposition explicit 
and obvious to users. This might include 
providing concrete examples of successful 

applications, clear guidance on when to use 
LLMs versus other tools, and transparent 

communication about system limitations. 

Marketing and user education should emphasize 
practical benefits and demonstrated value. 

 

Interface Design Excellence: The importance of 
perceived ease of use indicates that intuitive 
interfaces and smooth user experiences are 
crucial for trust development. Complex or 
confusing interfaces may undermine trust 
regardless of underlying system capabilities. 
Design principles should emphasize simplicity, 

clarity, and user-friendly interaction patterns. 
Features like clear prompting guidance, easy 
result management, and straightforward controls 
may significantly impact trust formation. 
 
Building User Confidence: The relationships 

between self-efficacy, control, and trust suggest 
that user training programs focused on building 
confidence and understanding of LLM capabilities 
could enhance appropriate trust levels. Training 
should emphasize both system capabilities and 
limitations, helping users develop calibrated 
expectations. Providing users with clear 

information about how to direct and control LLM 
interactions may be particularly valuable, as 
perceived control showed significant 
relationships with trust. 
 
Organizational Implementation Strategies: 
Organizations deploying LLMs should consider 

both system characteristics (usefulness, ease of 
use) and user factors (self-efficacy, control) 

when developing implementation strategies. This 
might include providing adequate training before 
deployment, ensuring systems meet clearly 
defined user needs, designing interfaces that 

promote feelings of control and understanding, 
and establishing feedback mechanisms so users 
can report issues and suggestions. 
 
Domain Considerations: While this study 
examined general LLM trust, practitioners should 
recognize that trust may vary across application 

domains. The moderate trust levels observed 
may be appropriate for general-purpose use but 
could be too high or too low for specific 
contexts. Organizations implementing LLMs in 

high-stakes domains (healthcare, legal, 
financial) should emphasize limitations and 
verification procedures, while those using LLMs 

for low-stakes applications (creative 
brainstorming, draft generation) might focus 
more on encouraging exploration and 
experimentation. 
 
Limitations and Future Research Directions 

Several limitations should be acknowledged 
when interpreting these findings. 
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Sample Limitations: The sample was heavily 

skewed toward young (74.5% aged 18-34), 
male (74.5%), and educated participants 
(63.9% bachelor's degree or higher). This 

demographic profile likely reflects early adopter 
characteristics but limits generalizability to other 
populations. Older adults, individuals with lower 
educational attainment, and women are 
underrepresented. Future research with 
demographically diverse samples is essential to 
understand whether the ATM Framework applies 

equally across populations or whether certain 
factors become more or less important for 
different groups. 

 
Cross-Sectional Design: The correlational nature 
of the data prevents causal inferences. While the 

relationships are consistent with the theoretical 
framework proposing that predictors influence 
trust, alternative causal orderings are possible. 
For example, trust in LLMs might influence 
perceived usefulness rather than vice versa. 
Experimental studies manipulating trust-relevant 
factors (e.g., system transparency, control 

mechanisms, usefulness demonstrations) would 
help establish causal relationships. Longitudinal 
research would be particularly valuable for 
understanding how trust develops over time and 
how the relative importance of different 
predictors changes with experience. 
 

Self-Report Measures: All measures relied on 
self-report, which may be subject to response 

biases, social desirability effects, and shared 
method variance. Common method bias could 
inflate correlations among variables. Future 
research should incorporate behavioral 

measures of trust (e.g., reliance decisions in 
scenarios where LLM outputs conflict with other 
information sources) and actual usage patterns 
(e.g., frequency of verification behaviors, 
willingness to use LLM outputs in consequential 
decisions) to complement self-report 
assessments. 

 
Measurement Validation: While the adapted 
scales demonstrated good internal consistency, 
we did not conduct formal exploratory or 

confirmatory factor analyses to validate the 
factor structure in the LLM context. Given that 
several measures were adapted from other 

domains, future research should conduct 
comprehensive psychometric validation including 
EFA and CFA to ensure the measures 
appropriately capture intended constructs in LLM 
contexts. 
 

Limited Control Variables: We did not include 
control variables in the primary analyses. While 

demographic patterns were examined 

descriptively, future research should employ 
regression analyses controlling for relevant 
variables such as prior technology experience, 

educational background, and domain expertise. 
This would provide clearer understanding of the 
unique contribution of each predictor. 
 
Single Institution and Context: Data collection 
from a single institution may introduce 
systematic biases related to institutional culture, 

access to technology, or participant 
characteristics. Multi-site studies across different 
organizational contexts (educational, corporate, 
healthcare) would enhance generalizability. 
 
Temporal Considerations: Trust in rapidly 

evolving AI systems may change quickly as 
systems improve and user experience 
accumulates. These findings represent a 
snapshot from May 2025 and may not reflect 
longer-term trust development or responses to 
system updates. The non-significant relationship 
between usage familiarity and trust might reflect 

the newness of these technologies and could 
change as users gain more extensive 
experience. 
 
Domain Specificity: The study examined general 
trust in LLMs rather than domain-specific trust. 
Trust may vary significantly depending on the 

task (creative writing vs. factual research) or 
domain (personal use vs. professional use, low-

stakes vs. high-stakes decisions). Future 
research should examine whether the ATM 
Framework applies equally across contexts or 
whether certain predictors become more 

important in specific domains. 
 

Future Research Directions 
Building on these limitations, we propose several 
directions for future research: 
 
Longitudinal Studies: Track trust development 

over extended periods to understand how 
experience with LLMs influences trust 
trajectories and whether the relative importance 
of different predictors changes over time. 

 
Experimental Designs: Conduct controlled 
experiments manipulating trust-relevant factors 

to establish causal relationships and test 
interventions designed to build appropriate trust. 
 
Diverse Populations: Recruit demographically 
diverse samples, particularly including older 
adults, individuals with lower educational levels, 

and participants from different cultural 
backgrounds and occupations. 
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Behavioral Validation: Incorporate objective 

measures of trust behavior, such as reliance 
decisions in controlled scenarios, information 
verification behaviors, and actual usage patterns 

in naturalistic settings. 
 
Trust Calibration Research: Investigate 
optimal trust levels relative to actual system 
capabilities in different contexts and study the 
consequences of over-trust and under-trust in 
various domains. 

 
Domain-Specific Research: Examine how 
trust varies across different use contexts 
(education, healthcare, creative work, business) 
and develop context-specific guidance for 
appropriate trust calibration. 

 
Intervention Studies: Test interventions 
designed to build appropriate trust, such as 
transparency features, explanatory interfaces, 
training programs emphasizing both capabilities 
and limitations, and control-enhancing interface 
designs. 

 
Model Extensions: Explore potential 
moderators (e.g., domain expertise, task 
importance) and mediators (e.g., risk 
perceptions, outcome expectations) of the 
relationships identified in the ATM Framework. 
 

6. CONCLUSIONS 
 

This study provides substantial empirical support 
for the ATM Framework, representing an 
important milestone in AI trust research. The 
findings demonstrate that trust in LLMs is 

influenced by both technology characteristics 
and individual factors, with TAM constructs 
playing a particularly prominent role. The 
validation of this framework extends established 
trust and technology acceptance theories to 
contemporary AI contexts and provides a solid 
foundation for future research. 

 
The moderate levels of trust observed in this 
sample may represent appropriate calibration 
given current LLM capabilities and limitations. 

Users appear to be neither overly trusting nor 
excessively skeptical, suggesting a mature 
understanding of these systems' strengths and 

weaknesses. The pattern of high 
understandability but low faith particularly 
indicates healthy calibration—users understand 
what LLMs can do but wisely maintain 
appropriate oversight. 
 

The strong relationships between perceived 
usefulness, ease of use, and trust indicate that 

improving user perceptions of these factors 

could enhance trust appropriately. LLM 
developers should prioritize demonstrating 
practical value and ensuring intuitive interfaces, 

while organizations implementing LLMs should 
consider both system and user factors in their 
deployment strategies. Training programs should 
address both capabilities and limitations to 
foster calibrated trust. 
 
The success of LLMs depends not only on their 

technical capabilities but also on establishing 
appropriate human trust relationships. As these 
systems become increasingly integrated into 
various domains, understanding and fostering 
appropriate trust relationships becomes crucial 
for realizing their benefits while minimizing 

potential harms. This research provides 
actionable insights for various stakeholders and 
establishes a validated framework for continued 
investigation. 
 
Future research should build upon these findings 
by addressing the identified limitations, 

exploring trust dynamics over time, and 
examining trust across diverse populations and 
contexts. The ultimate goal should be developing 
comprehensive understanding of human-AI trust 
relationships that can guide the creation of 
beneficial, trustworthy AI systems that 
appropriately support human decision-making 

and augment human capabilities.. 
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1. INTRODUCTION 

 
Over the last five years, the increase in use of 
social media and digital platforms amongst teens 
has shifted towards watching videos on 
interacting platforms (Aveiro & Sidoti, 2024; 
Vogels et al. 2022). YouTube, Instagram and Tik 

Tok are the top social media platforms used by 

teens. However, YouTube remains the most used 
platform amongst teens with nine in ten teens 
using the platform, and only six in ten teens use 
Instagram and Tik Tok (Aveiro & Sidoti, 2024).   
 
Currently, there are several quality challenges 

regarding YouTube ranging from view fraud 
(Kuchhal and Li, 2022), and scams (Rajeshwari 
et al., 2024) to misinformation, (Molloy, et al., 
2024; Hoffman et al, 2019), fear of missing out 
(FoMO) (Wijaya & Subroto, 2025), and mental 
health challenges (Leiner et al., 2025). 

Moreover, the artificial intelligence (AI) 
algorithm-driven content recommendations on 
the platform may wrongfully prioritize poor 
quality videos over high quality videos (Hoffman 

et al., 2019). Unfortunately, teens and adults 
alike are not aware of these challenges. For 
example, a recent study by Son et al. (2023) 

utilized YouTube as a self-education program 
designed for elderly diabetics in Hongcheon, 
Korea. In their cross-sectional study using a 
content participant analysis on the satisfaction of 
38 diabetes care videos, averaging 7 minutes, in 
length. They found that 100% of the 
participants, regardless of the year they 

participated, reported satisfaction with the 
program and found the Youtube content helpful. 
However, while participants were satisfied, the 
quality of the video was unknown. 
 
YouTube video content is also contributing to 

change. Today, many of the short-form video 
content on YouTube, also called shorts, are now 
watched more than regular videos (Violot et al. 
2024) and are often cross platformed on 
Instagram Reels and TikTok. As a result, 
YouTube shorts are more accessible, interactive, 
and a promising means to engage with teens 

regarding health-related education (Bopp et al., 
2019; Global Web Index, 2023; Hoffman et al., 
2019; Malloy et al, 2024).  

 
Many teens watch trendy Mukbang, or broadcast 
eating, shorts on YouTube (Jang et al., 2024) 
which promotes unhealthy eating habits. 
Additionally, YouTube is known to contain an 
excessive number of advertisements regarding 

high-calorie, low-nutrition foods which are 
targeted toward today’s youth (Jang et al, 2024; 
Lee & Yoo, 2020).   
 

Health habits established during the teen years 
can be consequential to future wellbeing (Malloy 
et al., 2024, Lawrence et al., 2020). Thus, it is 

essential to examine the quality of nutritional 
shorts on YouTube to provide data for 
governments to establish policies which may 
help regulate the quality of nutritional YouTube 
content for teens (Jang et al, 2024; Lee & Yoo, 
2020). 

 
Typically, health related YouTube videos are 
manually assessed for quality using the Health 
on the Net Foundation (HON) Code, the Journal 
of the American Medical Association (JAMA) tool, 
Global Quality Scale (GQC) method, and the 

DISCERN tool. These methods/tools are time 

intensive due to their manual assessment of the 
YouTube content. However, a recent study by 
Khalil et al. (2025) investigated the capacity of 
large language models (LLMs) to assess the 
quality of medical information presented in 
YouTube videos. They conclude that some LLMs 
may be used to assess the quality of YouTube. 

 
A scholarly literature search via Google scholar, 
and the Marywood University academic 
databases revealed some existing studies 
evaluating the quality of YouTube videos. 
However, we did not find a study which 

examined nutritional YouTube shorts for quality 
nutrition information via an LLM. This paper will 

serve as the first study to examine Nutritional 
YouTube shorts for quality via a LLM. The 
remainder of this paper is organized as follows: 
brief literature review, goal, methods, results, 
conclusion with limitations, and future research. 

 
2. LITERATURE REVIEW  

 
Good nutrition is very important in maintaining a 
healthy mind and body (Malloy et al., 2024, 
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Lawrence et al., 2020; Smith & Lee, 2020; Wang 

& Gago 2024). Nutritional habits learned during 
adolescence form foundation for lifelong dietary 
habits (Malloy et al., 2024, Lawrence et al., 

2020). As a result, it is best to provide 
adolescents with quality nutritional knowledge, 
skills, and confidence to make informed dietary 
choices as poor nutrition may lead to obesity 
and metabolic disorders which may have long-
term health effects (Malloy et al., 2024; Roberts 
et al., 2021; Jones et al., 2019). 

 
Overweight and Obesity  
Overweight and obese individuals consume more 
calories than they expend which leads to a build-
up of excess fat. A healthcare provider will 
classify someone as obese if he or she has a 

body mass index (BMI) of 30.0-39.9 and 
severely obese if the BMI is 40 or greater. In 
comparison, a healthful BMI would be 18.5-24.9 
(Obesity Action Coalition, 2025). 

Currently, obesity among teenagers has reached 
alarming levels, with the CDC reporting that 
nearly 2f0% of youth aged 2-19 years are 
affected by obesity (U.S. Centers for Disease 
Control and Prevention (CDC), 2024). The 

COVID-19 pandemic exacerbated this issue, as 
studies observed a significant increase in obesity 
rates during this period due to an increase in 
sedentary lifestyle and unhealthy habits 
(Iacopetta et al., 2024; Wang and Gago, 2024; 

Zemrani et al., 2021).  

Digital/Social Media Platforms  
Teens often turn to digital platforms like 
YouTube, TikTok, and Instagram for information, 

fun, and entertainment. Pew Research (2023) 
reports that teens use these platforms daily for 
hours. However, YouTube remains the most 
widely used platform, with nine out of ten teens 
utilizing it (Aveiro & Sidoti, 2024). This shift 
underscores the importance of these platforms 
in shaping teen behavior, including their health-

related knowledge (Giovanelli et al., 2022).  

Boté-Vericad (2025) examined YouTube search 

behaviors of Library and Information Science 

professors and students from Europe and Latin 
American countries. Specifically, they conducted 
a qualitative study using semi-structure 
interviews to collect data on 63 participants 
regarding YouTube searching behaviors. One 
result relates to our research. They found that 

YouTube acts as a supplementary learning 
resource for students and pedagogical 
enhancement tool for professors, imply that both 

educators and students turn to YouTube to aid in 

learning.  

One of the challenges of online platforms like 
YouTube is view fraud. Research by Marciel et al. 
(2016) highlights the prevalence of inflated view 
counts, which can mislead users into trusting 

low-quality or promotional content. This 
fraudulent activity undermines the credibility of 
educational resources. Teens are particularly 
vulnerable to scams on social media platforms. 
The FDA (2024) has documented numerous 
cases of health-related fraud targeting young 
users, such as false claims about dietary 

supplements. A study by Majerczak and 
Strzelecki (2022) emphasizes the importance of 
ensuring credibility to protect impressionable 

audiences from such scams. 

Quality Standards for Health Information 
on the Internet  
The HON Code represents a standard for reliable 
online health information. Studies highlight its 
effectiveness in promoting credible and quality-

assured content (Boyer et al., 1998). However, 
its adoption among YouTube health educators 
remains limited, suggesting the need for broader 
implementation and awareness campaigns to 
enhance the reliability of health information 
available to teens. 

The HON Code was a standard designed to 

certify reliable online health information. 
Established in 1995, the HON Code aimed to 

improve the quality of health content on the 
internet by encouraging transparency, evidence-
based information, and ethical practices (Boyer 
et al., 1998). Studies highlighted its 
effectiveness in promoting credible and quality-
assured content. However, the HON Code 

initiative was discontinued in 2022 due to 
funding challenges and the growing complexity 
of the digital health landscape. 

Powell et al. (2025) modified and combined 
concepts from the HONCode and the National 
Institute on Aging’s Quality Resource website 

(https://www.nia.nih.gov/health/ healthy-
aging/how-find-reliable-health-information-
online), to create a new framework to assess 

online health information for quality. They 
utilized the Delphi approach of experts to 
develop and test their framework. However, 
there has not been any study found which 
utilizes their newly created framework. 
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The Office of the Surgeon General (n.d.). 

provides a simple five-step health 
misinformation checklist. The check list 
encourages checking the CDC website, looking 

for healthcare professional credentials, searching 
and reading about the person or organization 
making the claim, and if unsure, don’t share the 
information with others. Their checklist is similar 
to Powell et al.’s (2025) framework but, not as 
comprehensive. 

There have been additional studies which utilize 
the JAMA tool, the GQC method, or their own 
method for selecting quality videos. For 

example, Gimenez-Perez et al (2020) developed 
their own method to evaluate the quality of 
educational YouTube videos on type 2 diabetics. 

They evaluated quality by video content, not 
specified as an ad, non-English language, no 
words, and the duration of the video.  

Additionally, Sütcüoğlu et al. (2023) utilized four 
methods (DISCERN, JAMA, GQC, and a modified 
DISCERN) to evaluate scientific reliability and 
quality of YouTube videos on cancer and 
nutrition.   

DISCERN is another standardized, reliable tool 
designed to assess the quality of written 
consumer health information. Its development 
involved a rigorous process that included input 

from health professionals and patients, resulting 
in a 16-item questionnaire that is both 

comprehensive and user-friendly. The tool 
demonstrated strong inter-rater reliability and 
internal consistency, making it suitable for both 
academic research and clinical settings. One of 
DISCERN’s key strengths is enabling users to 

critically appraise sources based on 
transparency, relevance, and evidence-based 
content (Charnock et al., 1999). Due to its 
validity, ease of use, and applicability across 
various formats of health communication, 
DISCERN has been widely adopted in research 
evaluating the quality of online health 

information (Khalil et al. 2025). As a result, 
DISCREN is a valid instrument commonly used 
as a benchmark for ensuring that patients and 
the public can access high-quality, trustworthy 

health resources. 

One challenge with the DISCERN process is that 
an expert must manually assess each video.  
Thus, it is difficult to ensure that the expert is 
paying attention to every part of the video to 

properly assess it. Furthermore, this is a time 
intensive process. As a result, many studies 
debate the quality of the manual process (Khalil 
et al., 2025). 

Goal and Research Questions  

The goal of this research is to assess the quality 
of nutritional videos for teens on YouTube. 
Specifically, we seek to answer the following 

research questions: 

1. What is the best timeframe relative to 

YouTube search behaviors for fetching 
nutrition related content? 

2. What is the overall percentage of 
selected/included shorts considered to be 
worthy of DISCERN evaluation via Gemini 
2.5 Pro? 

3. What is the overall percentage of quality 

nutrition related shorts on YouTube as 
defined by Gemini 2.5 Pro using the overall 
DISCERN score? 

3. METHODOLOGY 
 
To accomplish our research goal, we first need 
to evaluate the number of relative YouTube 
search behaviors regarding healthy nutrition.  To 
do this, we utilized Google Trends.  

 
Google Trends (https://www.google.com/ 
trends/), is a free and open access website 
which provides insights into the popularity of 
specific search terms, timeframes and 
geographical locations. It allows users to analyze 

patterns for Google and YouTube search 
behaviors. Additionally, it allows comparisons 

between multiple search terms, which is useful 
for identifying relative popularity and emerging 
patterns (Nuti et al., 2014).  
 
The versatility of Google Trends makes it a 

valuable research tool. For example, Nuti et al 
(2014) conducted a systematic review of 70 
published health-related research studies in 
which Google Trends utilized from 2008- 2013.  
They found that there was an increase in usage 
for health-related research to monitor and 
understand societal search behaviors. More 

recently, Gimenez-Perez et al. (2020) utilized 
Google Trends to better understand current 
YouTube search behaviors of current users. 
 

The Google Trends exploration for this study 
took place on January 2, 2025. We enabled 

Google Trends to view data for the USA and the 
World separately. We also enabled the 
timeframe of Google Trend included in the past 
5 years to see the search behaviors over an 
extended period, as well as the pre, post, and 
the recent health pandemic period. Table 1 
contains the criteria and search terms used in 

our Google Trends search.   
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Locations Worldwide 

 United States 

Time 
Frames 

Customized 

 Pre + COVID + Post  
(1/1/2017 – 12/31/2024) 

 

 Pre Years  
(1/1/2017 – 12/31/2019)  
 

 COVID Peek Years  

(1/1/2020 – 12/31/22)    
 

 Post Peek Years  
(1/1/2023 – 12/31/2024) 
 

Topic Health 

Search YouTube 

Search 

Terms 

Nutrition + Nutritional Facts + 

Nutritional Value + Nutritional 
Food 

Table 1: Google Trends Search Criteria 
 
Video Selection Process and Parameters 
Based upon the results of the Google Trends, we 

selected to fetch YouTube shorts created 
between the post COVID-19 timeframe of 
01/01/2023 – 01/01/2025 because it yielded the 
highest trends. This is later explained in the 
results section.  Table 2 provides all the 
parameters used to pull the videos. These 
parameters are consistent with previous 

research studies that pulled YouTube videos for 
research (Aydin et al., 2020; Gimenez-Perez et 
al., 2020; Altun et al., 2022, Gulve et al. 2022; 
Dobosz et al, 2023). 
 

Parameters 

To exclude ads in the search query  

To only fetch short videos 

To fetch only those videos published after 

defined start date and end date  
(01/01/2023 – 01/01/2025) 

To fetch only those videos that prioritize 
English-language 

To fetch videos via our 4 search terms  
("Nutrition", "Nutritional Facts", "Nutritional 
Food", "Nutritional Value") 

To fetch video details (keywords, video title, 
channel title, URL, and duration in minutes) 

Table 2: Parameters Used in Our Code to 
Pull the YouTube Data 
 
Next, we created a YouTube data API v3 key 
using the Google Cloud Developer Console 
(https://console.cloud.google.com). Once we 

had the API key, we opened Jupiter Notebooks 
within Anaconda Cloud 

(https://anaconda.cloud/) and created code 

using our coding knowledge.  It is also important 
to note that some assistance was used from 
Anaconda’s AI Assistant 4.33.0 for writing the 

code regarding pulling only shorts (Anaconda, 
Inc. (2025). The goal of our code was to utilize 
the specific parameters identified from the 
Google Trends results and pull YouTube videos 
in a comma separated value (csv) output.  Table 
3, listed in Appendix A, contains the code used 
for this study. Please be aware that for security 

reasons, we removed our API key from the code 
presented in table 3. 
 
Our code was executed, and the results were 
produced in Anaconda Cloud in a csv file. We 
exported the csv file and imported it into 

Microsoft (MS) Excel. Here the videos were 
filtered and manually examined to ensure that 
all selection parameters were met. Additionally, 
duplicates were removed, and the videos were 
filtered by Channel credentials. We chose to 
filter by channel because Carlson et al. (2023) 
highlight that incorporating titles such as “Dr” or 

“Doctor” in a YouTube channel name serves as a 
means for content creators to signal professional 
expertise. Additionally, they stated that current 
guidance from professional licensing boards 
emphasizes the importance of transparency in 
sharing credentials on social media platforms. As 
such, they examined 506 health-related videos 

for Channel credential disclosure and found that 
46.6% of channels disclosed their academic 

degree, 39.7% reported their specialty, and only 
16% indicated their level of training.  
 
Based upon Carlson etl al.’s (2023) findings, our 

channels were filtered by academic degree, and 
specialty. Specifically, channels which did not 
contain Medical Doctor (MD), Doctor of Medicine 
(Dr.), and Register Dietitian (RD) initials or 
credentials were excluded. Among those 
channels which did contain MD, Dr, or RD, a 
manual examination of videos was performed to 

exclude videos based upon if they were not in 
English, voiceless, did not have relevant content 
to human nutrition, and had a duration time 
more than one minute. It is important to note 

that there have been many previous studies 
which utilized similar exclusion criteria (Aydin et 
al., 2020; Gimenez-Perez et al., 2020; Altun et 

al., 2022, Gulve et al. 2022; Dobosz et al, 
2023). 
 
The Preferred Reporting Items for Systematic 
Reviews and Meta-Analyses (PRISMA) 
framework was used to systematically document 

the video selection process and associated 
parameters. This method provided a transparent 
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You are a medical expert.  Rate each of the 
following 30 Transcripts of a Nutrition 
Related YouTube videos according to all 16 
DISCERN questions.   
Please return an integer score ranging from 
1 to 5 where 1 means “no, 3 means 
“partially”, and 5 means “yes”.  Then explain 

your choice.   
 
Please place all answers in one 
comprehensive organized table for all 30 
videos for each DISCERN question. 
(Followed by text transcriptions for all 30 

YouTube shorts) 

account of the exclusion criteria used during the 

screening phase, culminating in the final set of 
YouTube Shorts to be transcribed and analyzed 
for quality based upon the DISCERN method. 

 
Video Transcription Extraction 
YouTube’s subtitles and captions “often lack 
punctuation and capitalization and contain 
errors” (Khalil et al. 2025). Therefore, we did 
not use YouTube’s automatically generated 
subtitles for transcript generation. Instead, we 

utilized a cloud-based application called Descript 
App 2.6.0.  We individually uploaded each 
selected YouTube URL into the Descript app to 
extract the audio and generate transcripts for 
each individual YouTube short. Each 
transcription was placed into a coordinating cell 

within an Excel workbook. 
 
Video Quality Examination  
While there are many ways to evaluate 
information for quality, we selected to use the 
DISCERN instrument. As previously stated, the 
DISCERN instrument is a well-established, 

generic evaluation tool for assessing quality. It 
has 16 questions and is divided into three 
sections. Specifically, the reliability of the 
publication section (questions 1–8), evaluates 
clarity of aims, relevance, sources of 
information, and transparency of potential 
biases of the content. The quality of information 

about treatment choices section (questions 9–
15), examines whether risks, benefits, and 

alternatives are presented in a balanced and 
comprehensive manner. Finally, Overall quality 
rating section (question 16), provides a global 
judgment of the publication’s quality. Each 

question is scored on a 5-point Likert scale (1 = 
low quality, 5 = high quality). A higher total 
score indicates greater reliability and quality 
(Khalil et al, 2025). 
 
A LLM by Google’s AI Studio’s Gemini 2.5 Pro 
was utilized to assess the quality of the 30 

selected YouTube videos using the DISCERN 
Instrument. Gemini 2.5 Pro was selected rather 
than a human expert because in a recent study 
by Khalil et al (2025), they compared evaluation 

results of LLMs and human experts on medical 
YouTube videos 10 minutes in length via the 
DISCERN instrument. They found that some 

LLMs, such as Gemini 1.0 Pro, are capable of 
effectively evaluating the quality of medical 
videos in almost perfect agreement with human 
experts. Their study is in line with previous 
studies such as Karabacak et al (2023) which 
suggested that LLM has this potential. 

 

This study employed one zero-shot prompting. 

Zero-shot learning refers to the ability of 
machine learning models to perform tasks 
without access to labeled data specific to the 

target task, instead leveraging knowledge 
acquired from unrelated or previously learned 
tasks (Karabacak et al., 2023; Khalil et al., 
2025; Xian et al., 2019). Additionally, a recent 
study by Khalil et al. (2025) found no significant 
difference in outcomes between zero-shot 
prompting and guided scoring prompting for 

majority of DISCERN questions.  Figure 1 
provides the zero-shot prompt used in Gemini 
Pro. Data resulting from the zero-shot prompt 
was exported to a single table in Microsoft Excel 
and analyzed. 
 

Figure 1 Zero-shot prompt used in Gemini  

4. RESULTS 
 
Within a specified time frame, Google Trends 
normalizes the search data on a scale from 0 to 

100 with peak search interest represented with 
100. Figure 2 shows the results from our Google 
Trends Worldwide YouTube searching report 
from 01/01/2017 to 12/31/2024 for key terms 
(Nutrition, Nutritional Facts, Nutritional Value, 
and Nutritional Food) show a peak before and 
after COVID, but not necessarily during COVID. 

 

 
Figure 2 Google Trends output for key 
terms from 01/01/2017 – 12/31/2024 
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(Data source: Google Trends 

https://www.google.com/ trends accessed 
January 6, 2025) 
 

Upon closer assessment of the Google Trends 
Worldwide search based upon regions, we found 
that out of the 193 regions identified by Google 
Trends for our search, the United States is 
within the top percentage. Figure 3 
demonstrates how the United States is 33 out of 
the 193 regions.   

 

 
Figure 3 Google Trends Search Results by 
Region (Data source: Google Trends 
https://www.google.com/trends accessed 
January 6, 2025) 
 

Based upon the results in Figure 3, we further 
looked at the United States results. Figure 4 
illustrates a better identified peak for our search 

terms prior to COVID. Additionally, there is a 
noticeable decrease in searching for our key 
terms during COVID. However, there is a peak 
post COVID. 

 

 
 
Figure 4 Google Trends Search Results by 
United States (Data source: Google Trends 
https://www.google.com/trends accessed 
January 6, 2025) 
 

Based upon the results shown in Figures 2, 3, 
and 4, we pull worldwide data within the post-
COVID years. It was not necessary to pull data 

during the COVID time frame as there were not 

as many people searching for our specific terms. 
Thus, on January 7, 2025, we utilized our 
python code in anaconda cloud to fetch YouTube 

videos. A total of 2,391 YouTube videos, based 
upon the parameters, were pulled. The 
parameters were previously listed in table 2 and 
within our code previously listed in table 3 within 
Appendix A. Among those videos, 191 duplicates 
were removed. This left us with 2,200 videos 
filtered by channel criteria and manually 

assessed. 
 
A total of 30 videos remained after the selection 
criteria evaluation. Specifically, after applying 
the filters for “RD” and conducting a manual 
assessment of quality criteria, 6 items remained, 

while 25 items remained following the 
application of filters for “MD” and “Dr” and the 
same manual assessment process. A PRISMA 
flow diagram, illustrating the process of how we 
came to 30 quality videos, is presented in 
Appendix B.   
 

Table 4 presented in Appendix C provides details 
regarding the remaining 30 shorts which were 
accessed via DISCERN using Gemini 2.5 Pro. 
Here we can see that majority of the shorts 
pulled were from the USA. Additionally, 56.67% 
of the shorts pulled are cross channeled with 
either Instagram and/or TikTok. 

 
Overall Quality 

Table 5, in Appendix D, contains the LLM results 
for each DISCERN question. As previously 
stated, the DISCERN instrument consists of 16 
questions, divided into three sections. Each 

question is scored on a 5-point Likert scale (1 = 
low quality, 5 = high quality). A higher total 
score indicates greater reliability and quality.  
 
Question 16 (Q16) of the DISCERN tool provides 
an all-inclusive evaluation of each short’s overall 
quality. This question provides a summative 

rating that reflects both the reliability of the 
information, and the quality of guidance 
provided on treatment choices. Q16 reflects the 
extent to which a video can be considered a 

trustworthy and comprehensive resource for 
individuals seeking to make informed health 
decisions.  

 
As shown in figure 6, the score results from our 
Gemini 2.5 Pro results ranged from 1 to 5, with 
most videos receiving a score of 1 or 3, 
indicating low to moderate quality. Specifically, 
only 6 shorts (shorts 21–26) received the 

maximum rating of 5. This suggests that only 
20% of the shorts consistently provided clear, 

https://www.google.com/%20trends
https://www.google.com/trends
https://www.google.com/trends
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comprehensive, balanced, and well-referenced 

information. Thus, they are considered quality 
shorts. 
 

Also shown in figure 6 a total of 10 shorts 
(shorts 4, 6, 7, 11, 14, 15, 27, and 28) or 33% 
received a score of 3 for question 16 (Q16). A 
rating of 3 represents a moderate level of overall 
quality. A DISCERN score of 3 suggests that 
while these videos may be somewhat 
informative and provide a general overview, 

they fall short in terms of depth, evidence-based 
rigor, and completeness. They may serve as an 
introductory resource but are insufficient as 
standalone tools for informed nutrition-related 
decision-making. 
 

Finally, at the lower end of the quality spectrum, 
14 out of thirty shorts or nearly 47% of the data 
sample received a score of 1 for Q16. A score of 
1 on this item reflects fundamental and 
pervasive deficiencies across both reliability and 
treatment-related informational domains. 
Specifically, this low score indicates very poor 

overall quality. 
 

 
Figure 6 Overall Quality (Q16) of Nutrition 
Related YouTube Shorts 
 
In the context of the DISCERN tool, a reliability 
score refers to how well a piece of health 

information (like a website or publication) meets 
criteria for being a reliable source of information, 
particularly regarding treatment options. Figure 
7 shows that the average reliability score is 3.5 
or lower. Obviously, the shorts, which had an 
overall quality score of 5, also had the highest 

overall average reliability score of 3.5. 
Additionally, one other YouTube short (Number 
2) had an overall average score of 3.5. The 
remaining shorts had an overall average 
reliability score of less than 3.5.   
These results suggest that the majority of 
YouTube shorts evaluated in this study did not 

meet a high standard of reliability according to 
the DISCERN framework. An average reliability 
score of 3.5 or lower indicates that, while some 

shorts contained partially trustworthy 

information, they generally lacked critical 
elements such as clear citation of sources, 
discussion of risks alongside benefits, or 

acknowledgment of uncertainties in treatment 
options. 
 
Moreover, since majority of shorts fell below the 
threshold, this suggests that viewers are often 
exposed to incomplete, potentially biased, or 
oversimplified guidance about nutrition. Thus, 

these scores highlight that most shorts are 
insufficient for supporting informed decision-
making. For teens or individuals with limited 
health literacy, this may lead to overreliance on 
simplified advice without understanding 
limitations, risks, or evidence-based 

alternatives. As a result, it directly impacts its 
usefulness as health guidance. 
 

 
Figure 7 Overall Average Reliably Score of 

Nutrition Related YouTube Shorts 
  
Figure 8 presents the average reliability score 

for each of the DISCERN reliability questions. 
Specifically, the shorts reliability score for 
providing sources, update resources, support, 
and areas of uncertainty scored poorly with an 
average DISCERN scores below 1.60. 
 
These results suggest that while some shorts 

may present nutrition-related claims, they rarely 
provide the supporting evidence necessary for 
viewers to verify accuracy or credibility. The 
particularly low scores in areas such as providing 
sources, offering updated resources, and 

acknowledging uncertainties highlight a systemic 

weakness that the content tends to present 
information as definitive rather than 
contextualized. 
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Figure 8 Average Reliability Score for each 
of the DISCERN Reliability Questions 1-8 
As shown in Figure 9, the overall average quality 
of information on treatment choice scores 

tended to be higher than 2.0. Again, the shorts 
which had an overall quality score of 5 also have 
the highest overall average reliability scores. 

Additionally, one other YouTube short (Number 
28) had an overall average score of above 3.0. 
The remaining shorts had an overall average 
reliability scores less than 3.0. 
 
These results suggest that while some shorts 
provide moderately useful guidance on 

treatment choices, very few achieve a level of 
reliability that would make them trustworthy 
sources of health information. As a result, those 
with limited nutritional literacy are likely to 
encounter incomplete or potentially misleading 

treatment guidance, which undermines their 
ability to make informed decisions. 

 

Figure 9 Overall Average Quality of 
Information on Treatment Choice for 

Nutrition Related Shorts  
 
To further understand additional details 
regarding Quality of Information on Treatment 
Choice, figure 10 displays the average score for 
each of the DISCERN Quality of Information on 
Treatment Choice questions. Specifically, the 

shorts’ reliability score for questions 12 (Q12: If 

advice is not followed), 14 (Q14: More than one 
approach), and 15 (Q15: Support shared 
decision making) scored poorly with an average 

DISCERN scores equal to or below 1.8.  
 
These findings indicate that the content tends to 
present nutrition advice in a simplified, one-
dimensional manner rather than acknowledging 
the complexity of treatment options and the role 
of individual choice. As a result, those with 

limited health literacy may foster an incomplete 
understanding of nutrition practices, potentially 
discouraging consultation with professionals or 
exploration of safer, evidence-based 
alternatives.   
 

 
Figure 10. Average Quality of Information 
on Treatment Choice Score per Questions 
9-15 

 

5. CONCLUSIONS, LIMITATIONS  
AND NEXT STEPS 

 
As noted by Boté-Vericad (2025), when 
providing educational content, there is a 
significant preference for content on YouTube 

videos to be produced by established and 
credible individuals or organizations. The results 
of our study showed that there is an 
overwhelming number (n= 2,200) of shorts 
produced on YouTube over the last two years 
regarding nutrition, nutritional facts, nutritional 
values and nutritional food. Among these shorts 

only 1.36% (n=30) were produced by 
credentialed and authoritative 

individuals/organizations within the field and 
were able to be further assessed via a LLM using 
the DISCERN instrument to assess for quality. 
Only 6 were identified by a LLM to be DISCERN 
overall quality. Hence, only 20% of the 

nutritional shorts achieved a top-quality rating.  
 
Our results are very concerning as for many 
viewers, especially teens with limited nutritional 
literacy or restricted access to traditional 
nutrition advice, these shorts may be a primary 
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source of information We believe that our 

research supports our argument that there is a 
significant problem regarding the quality of 
health-related content available on social media 

platforms like YouTube, particularly in the shorts 
format for nutritional related content. Moreover, 
our results are similar to existing social media 
studies (Boté-Vericad, 2025; Jang et al., 2024) 
which emphasize the need for future research 
and policies focusing on the creation and 
distribution of high-quality educational content.  

 
It is important to note that this research is not 
without limitations. First, it is limited in scope to 
specific health related content such as nutrition. 
Second, it is isolated to specific digital content 
such as YouTube. Third, several parameters 

were used which exclude data from being 
viewed as quality. For example: If the video was 
not in the English language, then it was 
excluded. Future research should address these 
limitations and expand the scope of the topics 
evaluated in YouTube.  
 

While this research does have limitations, it does 
offer valuable insights to health professionals, 
non-profit health organizations, government 
policy writers and lobbyists, technology 
educators, as well as researchers looking to 
evaluate the quality of YouTube shorts. This 
paper may also be used in a management 

information system (MIS) course as an applied 
resource/case for students learning about how 

to use Google Trends to learn more about 
searching behaviors, APIs, writing Python code 
to extract YouTubes based upon criteria, utilizing 
transcription software, understanding the 

PRISMA process, and writing good LLM prompts.  
 
We believe through such applications addressed 
in this paper; students gain exposure to both 
technical skills and critical thinking about the 
societal impacts of digital media. Furthermore, 
embedding these types of learning exercises in 

an MIS course can bridge the gap between data 
science methods and real-world implications, 
while also training future professionals to detect 
misinformation and evaluate credibility in digital 

spaces. 
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Appendix A 
 

Table 3: Python Code for Fetching YouTube Videos with Parameters via a Google API  
# First install isodate 
pip install isodate 
 
#After installing isodate, run the following code 
import requests 
from datetime import datetime 
# To parse ISO 8601 durations 
import isodate   
# To export the results to a csv file, you will need to import csv 
import csv 
# The parameters of searching and pulling the youtube videos via Google API  
def search_youtube_videos(api_key, search_queries, max_results_per_keyword=5000, output_csv="youtube_results.csv"): 
    search_url = "https://www.googleapis.com/youtube/v3/search" 
    video_details_url = "https://www.googleapis.com/youtube/v3/videos" 
    start_date = "2023-01-01T00:00:00Z" 
    end_date = "2025-01-01T00:00:00Z" 
    all_videos = [] 
    for search_query in search_queries: 
        # To exclude  ads use '-ad' in the search query  
        refined_query = f"{search_query} -ad" 
        params = { 
            "part": "snippet", 
            "q": refined_query, 
            "type": "video", 
        # To only fetch short videos  This is where Anaconda Clouds AI Assistance was used.  
            "videoDuration": "short",   
        # To fetch only those videos published after defined start date and end date 
            "publishedAfter": start_date,  
            "publishedBefore": end_date, 
        # To fetch only those videos with a prioritize English-language  
            "relevanceLanguage": "en",   
            "maxResults": max_results_per_keyword, 
            "key": api_key) 
        next_page_token = None 
        while True: 
            if next_page_token: 
                params["pageToken"] = next_page_token 
            response = requests.get(search_url, params=params) 
            if response.status_code != 200: 
                print(f"Error fetching results for keyword '{search_query}':", response.json()) 
                break 
            data = response.json() 
            video_ids = [item["id"]["videoId"] for item in data.get("items", [])] 
            if not video_ids: 
                break 
# To fetch video details (keywords, video title, channel title, URL, and duration in minutes) 
            video_params = { 
                "part": "contentDetails,snippet", 
                "id": ",".join(video_ids), 
                "key": api_key} 
            video_response = requests.get(video_details_url, params=video_params) 
            if video_response.status_code != 200: 
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                print(f"Error fetching video details for '{search_query}':", video_response.json()) 
                break 
            video_data = video_response.json() 
            for item in video_data.get("items", []): 
                video_id = item["id"] 
                title = item["snippet"]["title"] 
                channel = item["snippet"]["channelTitle"] 
                url = f"https://www.youtube.com/watch?v={video_id}" 
                duration = isodate.parse_duration(item["contentDetails"]["duration"]) 
                duration_in_minutes = f"{int(duration.total_seconds() // 60)}:{int(duration.total_seconds() % 60):02}" 
                all_videos.append({"keyword": search_query, "title": title, "channel": channel, "url": url, "duration": 
duration_in_minutes}) 
            next_page_token = data.get("nextPageToken") 
            if not next_page_token or len(all_videos) >= max_results_per_keyword: 
                break 
# To export or write results to CSV file 
    with open(output_csv, mode="w", newline="", encoding="utf-8") as file: 
        writer = csv.DictWriter(file, fieldnames=["keyword", "title", "channel", "url", "duration"]) 
        writer.writeheader() 
        writer.writerows(all_videos) 
    print(f"Results have been saved to {output_csv}") 
# We removed our API Key and replaced it with  X’s  
# Replace the Xs with your API key  
api_key = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" 
# To fetch videos via our 4 search terms  
search_queries = ["Nutrition", "Nutritional Facts", "Nutritional Food", "Nutritional Value"] 
# To print the results to an output file titled “my_results.csv” 
search_youtube_videos(api_key, search_queries, max_results_per_keyword=5000, output_csv="my_results.csv") 
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Appendix B  

PRISMA flow diagram for video selection process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Identification of Nutritional YouTube Videos 

Videos Identified  

Nutrition 

Nutritional Facts  

Nutritional Value   

Nutritional Food 

Total (n=2,391) 

Videos Excluded 

Duplicate records: (n=191) 

2,200 Videos Filtered by 

Publishing Channel 

Credentials 

MD or DR (n=53) 

Id
en

ti
fi

ca
ti

o
n

 
A

ss
es

sm
en

t 

MD or Dr Videos Excluded by 

Additional Criteria 

Ad: (n=1) 

Not a MD, or DR: (n-5) 

Content not relevant/appropriate: (n=2)  

No Words Spoken/Only Music: (n=5) 

Not in English: (n=12) 

Exceed Time Limit of 1 minute: (n=3) 

Total Excluded: (n=28) 

RD (n=24) 

RD Videos Excluded by Additional 

Criteria 

Not an RD: (n=13) 

No Words Spoken/Only Music: (n=1) 

Not in English: (n-3) 

Exceed Time Limit of 1 minute: (n=1) 

Total Excluded: (n=18) 

F
in

d
in

g
s 

Videos Remaining to be 

Assessed via DISCERN using 

LLM 

(n=30)  

Videos Filtered by Publishing 

Channel Credentials 

MD, or DR (n=53) 

RD (n=24) 

Total Excluded: (n=2,124) 
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Appendix C 
 

Table 4: Details Regarding the Included Shorts 

Short  Length 
No. of 

Subscribers 
No. of 
Views 

No. of 
Likes 

No. of 
Comments Country  

Cross 
Channeled 
on 
Instagram 
or TikTok Credential 

1 0.042 172,000 3,765 58 33 USA YES MD 

2 0.041 493,000 72,327 5,200 260 USA YES MD 

3 0.024 6,460 306 7 0 USA YES MD 

4 0.032 31,000 14,980 497 3 USA YES DR 

5 0.041 38,600 1,613 47 1 India YES DR 

6 0.04 226 120 5  USA NO DR 

7 0.031 24,000 149,606 3,500 66 Germany NO DR 

8 0.035 24,000 4,605 234 5 Germany NO DR 

9 0.04 523,000 387,765 17000 241 USA YES MD 

10 0.04 523,000 5,921 360 13 USA YES MD 

11 0.02 523,000 17,981 858 6 USA YES MD 

12 0.023 523,000 4,501 206 1 USA YES MD 

13 0.013 3,530,000 419,364 15000 453 USA NO MD (Organization) 

14 0.017 3,530,000 384,694 16000 1006 USA NO MD (Organization) 

15 0.016 3,530,000 63,545 4000 306 USA NO MD (Organization) 

16 0.022 3,530,000 284,899 20000 563 USA NO MD (Organization) 

17 0.026 3,530,000 590,522 35000 831 USA NO MD (Organization) 

18 0.014 3,530,000 251,959 12000 362 USA NO MD (Organization) 

19 0.039 3,530,000 1,072,971 66000 1543 USA NO MD (Organization) 

20 0.026 3,530,000 42,851 4500 230 USA NO MD (Organization) 

21 0.037 1,790,000 21,388,509 1300000 4591 USA YES RD 

22 0.039 1,790,000 6,836,922 458000 2654 USA YES RD 

23 0.035 1,790,000 10,917,808 614000 2651 USA YES RD 

24 0.017 1,790,000 1,395,474 105000 348 USA YES RD 

25 0.041 1,790,000 6,680,914 413000 2570 USA YES RD 

26 0.028 1,790,000 1,768,767 133000 719 USA YES RD 

27 0.032 14,100 584,720 17000 125 USA NO MD (Organization) 

28 0.042 1,430,000 37,943 3300 81 USA YES MD 

29 0.026 81,600 46,781 1900 72 USA YES MD 

30 0.019 351,000 6,687 579 13 USA NO MD 
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Appendix D 
 

Table 5: DISCERN Scores by Short and Question  
(produced by Gemini 2.5 Flash Preview 05-20)  

 Reliability   Quality of Information on Treatment Choices 
Overall  
Quality 

Video 
No. 

Q
1 

Q
2 

Q
3 

Q
4 

Q
5 

Q
6 

Q
7 

Q
8 

Overall 
 

Reliability 
 Score 

Q
9 

Q 
10 

Q 
11 

Q 
12 

Q 
13 

Q 
14 

Q 
15 

Overall 
Quality  

of Info on 
 Treatment 
 Choices 

Q 
16 

1 3 3 5 1 1 1 1 1 2.00 3 3 3 3 3 1 1 2.43 1.00 

2 5 5 5 3 3 3 1 3 3.50 3 3 5 3 1 3 1 2.71 3.00 

3 3 3 5 1 1 3 1 1 2.25 1 1 1 1 1 3 1 1.29 1.00 

4 5 5 5 1 1 3 1 1 2.75 3 5 1 1 1 1 1 1.86 3.00 

5 5 5 3 3 1 1 1 1 2.50 3 5 1 1 3 1 1 2.14 1.00 

6 5 5 5 3 3 3 1 1 3.25 3 3 5 3 1 3 1 2.71 3.00 

7 5 5 5 1 1 3 1 1 2.75 5 3 1 1 3 1 1 2.14 3.00 

8 5 3 5 1 1 1 1 1 2.25 1 3 3 3 3 1 1 2.14 1.00 

9 5 5 5 1 1 3 1 1 2.75 5 3 1 1 1 1 1 1.86 3.00 

10 5 5 3 1 1 1 1 1 2.25 3 5 1 1 1 1 1 1.86 1.00 

11 5 5 5 1 1 3 1 1 2.75 3 3 3 3 3 1 1 2.43 3.00 

12 3 1 1 1 1 1 1 1 1.25 1 1 1 1 1 1 1 1.00 1.00 

13 5 5 3 1 1 1 1 1 2.25 1 5 1 3 1 1 1 1.86 1.00 

14 5 5 5 1 1 3 1 1 2.75 5 1 3 1 1 3 1 2.14 3.00 

15 5 5 5 1 1 3 1 1 2.75 1 3 1 1 1 3 1 1.57 3.00 

16 5 5 5 1 1 1 1 1 2.50 3 1 1 1 1 1 1 1.29 1.00 

17 5 5 5 1 1 1 1 1 2.50 3 5 1 1 3 1 1 2.14 1.00 

18 5 5 3 1 1 1 1 1 2.25 5 3 1 1 1 1 1 1.86 1.00 

19 5 5 5 1 1 1 1 1 2.50 3 3 1 3 1 1 1 1.86 1.00 

20 5 5 3 1 1 1 1 1 2.25 1 1 1 1 1 1 1 1.00 1.00 

21 5 5 5 3 1 5 1 3 3.50 5 5 3 3 5 3 3 3.86 5.00 

22 5 5 5 3 1 5 1 3 3.50 5 5 3 1 5 3 3 3.57 5.00 

23 5 5 5 3 1 5 1 3 3.50 5 5 3 1 5 3 3 3.57 5.00 

24 5 5 5 3 1 5 1 3 3.50 5 5 3 1 3 3 3 3.29 5.00 

25 5 5 5 3 1 5 1 3 3.50 5 5 5 5 3 3 3 4.14 5.00 

26 5 5 5 3 1 5 1 3 3.50 5 5 3 1 5 3 3 3.57 5.00 

27 5 5 5 1 1 3 1 1 2.75 3 5 1 1 3 1 1 2.14 3.00 

28 5 5 5 1 1 3 1 1 2.75 3 5 3 3 5 3 1 3.29 3.00 

29 5 5 5 1 1 1 1 1 2.50 5 3 1 1 1 1 1 1.86 1.00 

30 5 5 3 1 1 1 1 1 2.25 3 3 1 1 1 1 1 1.57 1.00 
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Abstract 

 
This study introduces a data-driven method to select peer institutions in higher education for faculty 

salary comparison. Given a target institution, the goal is to form a peer group of similar colleges using 
stakeholder-identified variables like enrollment, finances, and student outcomes, but excluding salary 
data. An effective peer group places the target near the median salary level. Previous work raised 
equity concerns because the methodology generated separate peer groups, including one for base 
salaries and several for high-demand accredited disciplines. Concerns about objectivity and fairness 
emerged due to the use of subjective filters and post-hoc adjustments, such as including aspirational 

institutions. We seek a more consistent, data-driven approach that uses principal component analysis 
and nearest neighbor search to create a single unified peer group that can be used for all salary 
comparisons. By employing a more transparent, analytics-based method, we aim to enhance trust in 
the process to promote acceptance of the peer group among faculty and administrative stakeholders. 
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Data-Driven Peer Group Selection for Salary Comparison in 

Higher Education: An Applied Analytics Approach to Building Trust 
 

Eric Allen Breimer, Sangahn Kim Seung Jin Wang 
 

 
1. INTRODUCTION 

 
In higher education, equitable compensation for 
fulltime faculty is a cornerstone of institutional 
stability and morale. Compensation models often 
rely on benchmarking against peer institutions 

to ensure comparability, accounting for 
variations across disciplines where market forces 
may drive salary differentials. Traditionally, 
institutions have employed multiple peer groups 

tailored to specific purposes: a base group for 
general salaries and specialized groups for high-
demand accredited fields that often have 

significantly higher salaries. 
 
A fragmented approach to peer group selection 
can create perceptions of inequity among faculty 
and administrative stakeholders. For example, 
when peer groups for different disciplines vary 

significantly in composition, disparities in 
financial metrics may raise concerns about 
fairness. Additionally, common practices such as 
ad hoc filtering to exclude problematic peers and 
the subjective inclusion of aspirational 
institutions often lack consistent, rigorous 

criteria, undermining trust in the process. When 

faculty and administrators lack confidence in the 
peer group selection, it becomes challenging to 
accept compensation decisions based on 
comparisons with those groups. 
 
This paper presents a data-driven methodology 
termed the Unified Peer Group (UPG), designed 

to streamline peer selection into a single, 
consistent framework. The UPG combines the 
top overall nearest neighbors with the most 
similar peers that share discipline-specific 
accreditations with the target institution. This 
approach enables the entire UPG to guide base 

salary decisions, while subsets can inform 
adjustments for accredited high-demand 

disciplines. 
 
By leveraging Principal Component Analysis 
(PCA) and nearest neighbor analysis, the UPG 
identifies institutions most similar to the target 

institution across a multidimensional space. 
Salary data are excluded from the peer selection 
process to ensure impartiality. The objective is 
to form a peer group where the target institution 
aligns near the median for multiple 

variables/features. This approach assumes that 
the target’s salaries will similarly approximate 
the peer group’s median. If this assumption 
fails, it indicates that the target’s salaries 
deviate from those of comparable peers, 
potentially justifying compensation adjustments. 

 
Our new methodology improves upon prior work 
from 2021 and 2024 where subjective filters on 
Carnegie classification (American Council on 

Education, 2025), public/private status, and 
geography were deemed essential. 
  

Empirical evidence shows that the refined, data-
driven selection process efficiently excludes 
unsuitable peers, minimizing the need for ad hoc 
filters. Although administrative stakeholders 
recommended retaining one filter, this 
methodology has significantly strengthened trust 

in the peer group and decision-making process 
at the authors’ institution. 
 

2. BACKGROUND 
 
Peer institution selection is a critical process in 

institutional research, evolving from subjective, 

bias-prone methods to sophisticated, data-
driven approaches. Early peer selection relied on 
subjective criteria like geographic proximity or 
mission alignment, which often introduced 
inconsistencies (D’Allegro, 2017; D’Allegro & 
Zhou, 2013). These studies highlight the 
limitations of such approaches, advocating for 

objective methodologies using Integrated 
Postsecondary Education Data System (IPEDS) 
data. For instance, McLaughlin et al. (2011) 
proposed nearest neighbor algorithms to form 
peer groups based on key institutional metrics 
such as enrollment, finances, and student 

outcomes, offering a reproducible framework 
that minimizes bias. 

 
To enhance the precision of peer selection, 
advanced analytical techniques like Principal 
Component Analysis (PCA) have gained 
prominence. PCA reduces correlated variables 

into uncorrelated principal components, 
capturing essential data variance while 
simplifying complex datasets (Jolliffe & Cadima, 
2016). When integrated with nearest neighbor 
algorithms, PCA improves classification 
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accuracy, as demonstrated in educational and 

non-educational contexts (Lubis et al., 2020; 
McLaughlin et al., 2011). This synergy of PCA 
and nearest neighbor methods provides a robust 

foundation for equitable peer comparisons, 
particularly in contexts like salary 
benchmarking, where fairness and transparency 
are paramount. 
 
In higher education, peer benchmarking informs 
critical policy decisions, such as funding and 

compensation strategies (Kelchen et al., 2024). 
However, existing multi-group models often fail 
to account for contextual factors like 
accreditation, which can significantly influence 
institutional profiles (AACSB, 2025; CCNE, 
2025). Recent analytics applications in 

institutional research, such as big data in 
healthcare and campus crime analysis, 
underscore the importance of transparent, data-
driven frameworks to build trust and ensure 
equitable comparisons (Mohammed & Lind, 
2024; Kline et al., 2020). Despite these 
advances, gaps remain in integrating categorical 

factors like accreditation into unified peer 
selection models. 
 
This study addresses these gaps by proposing a 
novel framework that combines PCA, nearest 
neighbor algorithms, and accreditation as a 
categorical factor. By synthesizing data-driven 

methodologies (McLaughlin et al., 2011; Lubis et 
al., 2020) with contextual considerations 

(AACSB, 2025; CCNE, 2025), this approach aims 
to enhance the accuracy and equity of salary 
benchmarking, contributing to more informed 
resource allocation in higher education. 

 
3. METHODS 

 
Data Sources and Variables 
In our work, data were downloaded from IPEDS 
(NCES, 2023) focusing on 2,605 institutions with 
sufficient reported data (at least 11 of 14 key 

columns). Missing values were imputed using 
nearest neighbors following the approach of 
Troyanskaya et al. (2001). The authors’ home 
institution has two key accreditations that 

impact salaries, Business (AACSB, 2025) and 
Nursing (CCNE, 2025). An important stakeholder 
goal was to include a balanced mix of peers with 

AACSB accreditation, CCNE accreditation, both 
accreditations, and neither. The accreditation 
status of institutions in not included in IPEDS 
and was scraped directly from the AACSB and 
CCNE websites.  
 

Stakeholders expressed concerns about 
deviating significantly from past approaches, 

emphasizing the need for year-to-year 

consistency. Our goal was to introduce a new 
peer selection methodology that would gain 
broad acceptance without significantly altering 

the core variable set, which could raise 
additional concerns. Once a methodology is 
adopted, future work can explore refinements to 
variable selection. 
 
The key variables shown below were derived 
from 14 IPEDS columns (NCES, 2023) and direct 

accreditation data. These variables seek to 
capture institutional size (student and faculty 
counts), financial health, and student success 
metrics, aligning with past practices. We 
introduced one new variable to capture key 
accreditations. We excluded Carnegie 

classification, geographic location, and 
institutional type (public vs. private) which were 
the subjects of subjective ad hoc filtering that 
previously complicated peer selection. 
 
FTEGD: Full-time equivalent graduate students. 

FTEUG: Full-time equivalent undergraduates  

Revenue: Total operating revenue 

Endowment: Value of the endowment  

Net Assets: Total assets including endowment 

Ret Rate: Retention rate from year 1 to 2 

Grad Rate: Four-year graduation rate. 

Adm Rate: Students enrolled divided by 
students admitted  

Faculty FTE: Full-time equivalent faculty, 
weighted by full/part-time  

Net Price: Average price after discounts, 
weighted by graduate/undergraduate  

ACCRED: Accreditation  

An accreditation (ACCRED) value of 1 indicates a 

school that shares all the key accreditations of 
the target institution, the value 0 indicates no 
shared accreditations, and the intermediate 
values indicate the percentage of shared 
accreditations. For example, given a target 

institution with five key accreditations, a peer 
that shares 4 out of the 5 accreditations would 

have an ACCRED value of 0.8. Representing all 
accreditations as one column helps to avoid the 
over-weighting that might occur when 
considering many key accreditations stored as 
separate variables.  While this paper focuses on 
the authors’ home institution with two key 
accreditations, our methodology can scale for 

institutions with many key accreditations. 
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Analytical Process 

PCA was applied after normalizing the variables 
with standard scaling (Jolliffe, 2002). The top 9 
components, explaining 99% of the variance, 

were selected to ensure the ACCRED variable, 
which had low weight in components 1–8, 
influences peer selection. Figure 1 shows the 
cumulative explained variance of the principal 
components. Figure 2 shows the loadings or 
weighting of each of the direct variables on the 
first five principal components (see Appendix A 

for the full table).  
 

 
Figure 1: Cumulative explained variance by 
PCA components 
 

 
Figure 2: Loadings (weighting) of direct 
variables on first 5 principal components 
 

Nearest neighbors were computed using Gower 
distance (Gower, 1927) rather than Euclidean 
distance, due the presence of the ACCRED 
variable. Gower distance is considered a good 

choice given categorical variables. While the 

ACCRED variable could be considered the 
percentage of matched accreditations, it exhibits 
characteristics of an ordinal categorical value 

when considering on a few key accreditations. 
Additionally, IPEDS includes some variables with 
small value ranges that are rounded, which also 
have categorical characteristics. Thus, we felt 
Gower distance was the best choice given the 
composition of variables. 
 

The Unified Peer Group (UPG) concept combines 
the top overall nearest neighbors with the top 
accredited neighbors for each key accreditation. 
This method ensures sufficient accredited peers 
to provide robust salary data for high-demand 
disciplines while maintaining a manageable UPG 

size for stakeholder review. At the authors’ 
institution, stakeholders deemed a UPG 
exceeding 50 institutions too large and fewer 
than 15 insufficient for reliable salary data. 
Historically, peer groups ranged from 15 to 30 
institutions, and significant deviations from this 
range raised concerns about reduced 

stakeholder acceptance. 
 
To account for stakeholder concerns, the 
authors’ institution defined the UPG as the union 
of: 
 
1. Top 30 overall nearest neighbors. 

2. Top 15 AACSB-accredited neighbors. 
3. Top 15 CCNE-accredited neighbors. 

4. Additional non-accredited neighbors to ensure 
at least 33% of the UPG lacks either 
accreditation. 
 

Although the specific number of schools in the 
UPG is not determined through data-driven 
methods, the size selection aims to align with 
historical peer groups to enhance stakeholder 
acceptance. In general, the UPG definition 
should vary based on stakeholder concerns and 
constraints at the target institution.  

 
In the general case, it important to note that the 
intersection of top overall nearest neighbors and 
accredited neighbors may vary. In one extreme, 

the top overall peers may include no accredited 
institutions, but the UPG definition ensures a 
minimum number of peers for each key 

accreditation. Conversely, if the top overall 
peers hold all key accreditations, stakeholders 
may raise concerns about their over-
representation. However, the UPG definition can 
be adjusted to ensure a minimum number of 
non-accredited peers. 

 
At the authors’ institution, stakeholders 
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recommended that one-third of the peer group 

consist of schools without either accreditation to 
reflect historical peer group composition. This 
proportion can be set to zero for institutions 

whose peer groups historically consisted entirely 
of accredited institutions. 
 
Although the selection of UPG size and 
composition involves inherent subjectivity, the 
UPG framework establishes overarching goals 
rather than ad hoc procedures for specific 

institution selection. For instance, past 
practices—such as excluding schools based on 
Carnegie classification—served as tactical steps 
to refine the peer list, not as strategic aims for 
achieving a particular Carnegie composition. Our 
work emphasizes developing an unbiased, data-

driven process for selecting peers within 
stakeholder-defined parameters, leaving size 
determination to consensus. While our goal was 
to implement a fully data-driven approach, 
stakeholder feedback at the author’s institution 
necessitated one subjective post-hoc filter: the 
exclusion of doctoral institutions. 

 
Finally, the entire process is implemented in 
Python and documented in a Google Colab 
notebook (Google, n.d.). The notebook includes 
data acquisition (downloading and scraping), 
cleaning, principal component analysis, nearest 
neighbor calculations, and supporting 

visualizations. The notebook serves as an audit 
trail, enabling stakeholders to thoroughly 

examine the process. 
 

4. RESULTS & ANALYSIS 
 

Applying PCA and nearest neighbor yielded a 
ranking of the 2,605 institutions that we 
considered. The distribution of the distances to 
the authors’ home institution (the target) are 
shown in Appendix B.  Appendix C shows the 
correlation of key variables and the targets 
position in the distribution of key variables. We 

repeated the analysis for 20 random targets. 
This section includes a summary focused on 
geographic proximity, public vs private, Carnegie 
class and accreditation. 

 
Geographic Proximity 
In the past, geographic filters were an important 

element in peer group selection.  Stakeholders 
felt that schools in distant regions would be poor 
matches and should be filtered out. However, 
such filtering suffers from subjectivity, especially 
bias in defining the boundaries of the target 
region. For instance, restricting a peer group to 

Northeastern states might exclude Ohio, even 
though Ohio may exhibit substantial similarity to 

the target region. Thus, the exclusion of Ohio-

based schools might represent an ineffective 
filter. 
 

Our results indicated that geographic filtering 
may not be necessary.  Figure 3 shows the 
geographic clustering of peer groups from three 
randomly selected target institutions. The other 
randomly selected targets exhibited similar 
clustering where peers tend to be geographically 
closer to the target institution.   

 
Figure 3: Geographic distribution of three 
example peer groups 
 
Figure 4 shows a breakdown of Scranton 
University in Pennsylvania (PA) and Millikin 
University in Illinois (IL). The 10 geographically 

closest states to the targets are shown in green 
highlighting the tendency for peers to be in the 
nearest states.  
 
There are many reasons institutions that are 
similar in key variables might be geographically 
close. Economically prosperous regions can 

support types of institutions that other regions 

cannot support. Since many students attend 
colleges near home (Turley, 2009; Acton, 2024), 
local schools compete to attract the same 
cohorts. Thus, nearby schools may converge in 
student quality similarity. 
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Figure 4: State distribution of peer groups 

for target schools in PA and IL 

 
At the authors’ home institution in the 
Northeast, stakeholders were initially skeptical 
when schools far outside the region were 

selected as nearest neighbors.  However, after 
researching these geographic outliers, 
stakeholder agreed that they were good 
selections. Stakeholder were also comfortable 
including a few geographic outliers as long as 
the majority of peers were within the region. 
Using Nearest Neighbor without any geographic 

filtering is an opportunity to discover excellent 
matches outside of the region. And, the 
tendency to select peers in the region gives 
stakeholder confidence in the overall process. 

 
Public vs Private 

The authors’ home institution is a private 4-year 
college and stakeholders felt that filtering out 
public institutions was essential.  However, only 
3 public institutions ranked among the top 200 
nearest neighbors (ranked #185, 187 and 198, 
respectively). When key financial variables are 
included, public and private institutions 

demonstrate significant difference. This gave 
stakeholder further confidence in the nearest 
neighbor approach in selecting appropriate 
peers. 
 

  
Figure 5: Visualization of nearest neighbors 
of a target public 4-year and private 4-year. 
 

Figure 5 visualizes the 100 nearest neighbors of 

a public 4-year institution and a private 4-year 
institution. For the public 4-year target, 32 out 
of the top 50 peers were also public 4-year 
institutions. Other public 4-year targets 
exhibited similar distributions.  Private four-year 
institutions are the most common among the 
2,605 schools considered. As a result, more 

private schools are available for selection, and 
public institutions rarely rank among the top 
peers of a private target institution. 
 
Carnegie Class 
In 2021, the authors’ home institution in the 

Northeast region was reclassified from 
Baccalaureate Colleges: Arts & Sciences Focus to 

Master’s Colleges & Universities: Smaller 
Programs.  This reclassification stemmed from 
earning AACSB accreditation in 2007, CCNE 
accreditation in 2017, launching a Master of 
Science in Accounting in 2009, and introducing 

an MBA program in 2018.  This context is very 
important because some institutions may on the 
edge between two Carnegie classes or may 
overlap with two or more classes. 
 
In the past, peer groups were selected by 
considering institutions that matched the 

target’s current and most recent previous 
Carnegie classification. This decision was made 
without investigating the similarity of the target 
to schools in other Carnegie classes. Thus, this 

filter yielded very few peers with either AACSB 
or CCNE accreditation.  Afterwards, stakeholder 

would advocate for the inclusion of accredited 
aspirants, which was an inherently subjective 
process.  
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Figure 6: Carnegie breakdown of the top 60 
nearest neighbors to the target. 
 

Figure 6 shows the top 60 nearest neighbors to 
the authors’ home institution, which includes (a) 

20 schools with only CCNE accreditation, (b) 13 
schools with only AACSB accreditation, (c) 14 
schools with both accreditations, and (d) 14 with 
neither.  
 

In examining these four groups, it became clear 

that peers in Carnegie class Large and Medium 
Master’s Colleges & Universities should be 
selected in order to form a group with a 
sufficient number of accredited peers (at least 
15 of each).  
 

Nearest neighbor revealed that many of the 
closest matched accredited peers were outside 

of the target’s Carnegie class.  Examining these 
peers revealed significant similarities, 

particularly in overall enrollment and financial 
variables. Although the Carnegie size 
classification reflects graduate program size—
and the target institution has relatively smaller 
graduate enrollment—there was strong 

alignment in tuition-based revenue and weighted 
cost. Stakeholders ultimately concluded that 
including medium and large master’s institutions 
was appropriate, especially given the 
institution’s strategic goal of increasing graduate 
enrollment. 

Carnegie Doctoral/Professional Universities (R3), 

ranked among the top 60 at positions 6, 9, 20, 
21, 24, 26, 38, 42, 52, 54, and 60. Further 
investigation revealed that these nearest 

neighbors had only a few small doctoral 
programs.  However, since the target institution 
has no plans to start any doctoral programs, 
stakeholders felt that peers with doctoral 
programs should be excluded from the UPG. This 
was the only post-hoc filter applied, and it was 
widely accepted by stakeholders. 

 
The Unified Peer Group 
After excluding doctoral institutions and applying 
the union criteria, the UPG consisted of 36 
institutions with the following characteristics: 
 

- 7 with both accreditations. 
- 12 with neither (33% threshold met). 
- 16 CCNE total (9 CCNE-only + 7 both). 
- 15 AACSB total (8 AACSB-only + 7 both). 
 
Note that the 15th selected AACSB peer is also 
CCNE-accredited. 

 
 

 
Figure 7: Unified Peer Group (UPG) overlap 
 
Figure 7 illustrates the overlap among the 24 
schools with one or both accreditations. This 
overlap—including the 7 schools with both 

accreditations—results in a relatively small peer 
group that captures sufficient CCNE and AACSB 
peers for discipline-specific salary comparisons. 
 
To understand the influence of accreditation on 
selection, we re-ran PCA and nearest neighbor 

without the ACCRED variable and it yielded a 
nearly identical UPG of 36 institutions. In this 

new UPG, the lowest ranked peer with both 
accreditations was dropped in favor of a better 
match with only AACSB accreditation.  With 
ACCRED excluded, the 15th-ranked CCNE and 
AACSB peers were ranked 39th and 43rd 

respective out of 2,605 total institutions (874 
with CCNE and 554 with AACSB). Among the top 
30 nearest neighbors were 9 AACSB peers and 
13 CCNE peers.  
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5. DISCUSSION & CONCLUSION 

 
The overall goal of this work was to establish a 
peer group methodology that could be widely 

accepted by stakeholders. To achieve this goal, 
we considered two related objectives. First, we 
aimed to establish a single unified peer group 
that could be used to determine base salaries for 
all faculty, as well as discipline-specific salaries 
for accredited programs. Second, we sought to 
develop a data-driven process that eliminated as 

many subjective filters, ad hoc processes, and 
post-hoc decisions as possible. 
 
In the past, independent peer groups were 
developed for discipline-specific salary 
comparisons, dividing the institution. For 

instance, the base group and Nursing group 
were selected with Carnegie filters that excluded 
most institutions with graduate programs, 
whereas the Business group, out of necessity, 
primarily included institutions with medium and 
large master’s programs.  
 

The UPG mitigates institutional division, equity 
concerns and stakeholder mistrust in two key 
ways. First, the selection process is consistent 
for all accredited discipline-specific groups. 
Second, base salaries are influenced by the 
inclusion of accredited peers in the UPG. 
 

When a target institution holds multiple key 
accreditations, a key challenge is preventing the 

UPG from becoming excessively large. 
Stakeholders often seek to investigate all peers 
more deeply to understand each selection, which 
is not practical with a very large UPG. However, 

the UPG must include enough peers per 
accredited discipline to enable robust salary 
comparisons. The UPG framework allows 
adjustments to achieve a manageable size, such 
as modifying the number of peers per 
accreditation or the proportion of non-accredited 
peers. Thus, the UPG provides a flexible, 

scalable framework that can be adjusted to the 
institution’s accreditations and stakeholder 
needs. 
 

Our approach demonstrates empirically that 
certain contentious subjective filters may be 
unnecessary. For instance, among the top 200 

nearest neighbors to a private, small Master's 
institution, only three were public institutions. 
Moreover, the closest Carnegie R1 university 
ranked 136th. These results indicate that 
nearest neighbor analysis naturally excludes 
unsuitable peers from the top matches. 

Furthermore, the data-driven process revealed 
that geographic and Carnegie classification 

filters excluded some of the best-matched peers, 

as observed by stakeholders. Our data-driven 
method enabled stakeholders to recognize that 
excellent matches often included institutions 

beyond the target's geographic region or 
Carnegie classification. 
 
At the authors’ institution, the new methodology 
increased trust, consistent with literature on 
analytics adoption (Mohammed & Lind, 2024). 
Specifically, a unified, data-driven peer selection 

process—using PCA and nearest neighbors—
produced a peer group that was quickly 
accepted with only one post-hoc adjustment: 
filtering out doctoral universities. Previously, 
post-hoc changes, such as including aspirational 
institutions, required subjective and time-

consuming negotiation among faculty and 
administrative stakeholders. 
 

6. FUTURE WORK 
 
Our analysis revealed that accredited peers are 
often selected as nearest neighbors, even when 

accreditation is excluded as an input variable. 
However, this finding is based on a single target 
case, and further analysis is needed to assess 
accreditation’s direct impact on peer selection. 
Accreditation likely correlates with other 
variables, leading to the selection of accredited 
peers due to their similarity in other features. 

 
With confidence in the new methodology, a 

broader range of variables can be considered for 
updating the peer group in future years. Sources 
like IPEDS provide hundreds of variables, 
making comprehensive feature analysis a logical 

next step for refining the process. Past 
methodologies raised concerns about overfitting 
and weighting bias when using numerous 
correlated variables. By employing PCA, our 
approach enables the inclusion of a broader 
range of variables to assess similarity with the 
target institution. 

 
At the time of this writing, administrative 
stakeholders are examining the salaries of 
institutions in the UPG. If the target institution is 

near the median of the UPG then our 
methodology will be further validated.  
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Appendices and Annexures 
 

APPENDIX A 
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APPENDIX B 
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